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Every version of trade secret law requires that the plaintiff take reason-
able measures to secure the claimed trade secret. But, as this paper will
demonstrate, courts have oscillated between an objective standard for that
requirement and less consistent subjective standards. This paper proposes
that courts adopt a uniform standard in cases where the defendant argues that
it was unaware that the information was to be treated as a trade secrets: in
such cases, courts should inquire, objectively, whether a reasonable person
in the circumstances would have recognized that the information was to be
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treated as a trade secret based on the security measures the plaintiff em-
ployed.

Trade secret law has been shaped with the goal of protecting certain
intangible business information unknown to competitors. Whether that in-
formation is held by a corporate entity or an individual, the philosophy be-
hind trade secret law is so that companies or individuals can keep their in-
formation secret from their competitors so that they can deliver a distinct
product or service to consumers.'

The Uniform Trade Secrets Act (UTSA) was created by the Uniform
Law Commission.> The UTSA’s definition of a trade secret is “information,
including a formula, pattern, compilation, program, device, method, tech-
nique, or process that derives independent economic value, actual or poten-
tial, from not being generally known to, and not being readily ascertainable
by proper means by, other persons who can obtain economic value from its
disclosure or use; and is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.” In short, the UTSA defines a trade
secret as something that is not generally known to others in the field, derives
economic value from being a secret, and the trade secret holder takes reason-
able efforts, under the circumstances, to maintain that secret.

A similar act, the Defense Trade Secrets Act (DTSA), was signed into
law by President Obama in 2016.* The wording in the DTSA is like the
UTSA, but instead of the “reasonable under the circumstances” wording, the
DTSA’s standard is written as “reasonable measures to keep such infor-
mation a secret.” The goal of both acts is to ensure that trade secrets are
protected, but to also limit the scope of what a trade secret could be.

Protecting trade secrets is a significant challenge. As new technologies
emerge every year, companies must ensure that their trade secrets are safe-
guarded. Some of the ways technological companies can keep trade secrets
secure is restricting off-site access, use of sufficient encryption, employing
software to monitor their employees’ computer activity, and automatically
shutting off employee access upon departure.® However, there are not clear

1. See Ekaterina G. Long, The Law of Intangible Assets: The Philosophical Underpinnings
of Trade Secret Law in the United States, 19 SMU SCI. & TECH. L. REV. 125, 125 (2017),
https://scholar.smu.edu/cgi/viewcontent.cgi?article=1036&context=scitech.

2. See Trade Secret, CORNELL L. (May 17, 2023, 9:51 AM) [https://perma.cc/8AM9-
YNH4].

3. Id

4. See President Obama Signs Defend Trade Secrets Act Into Law (May 11, 2016),
https://www.cov.com/-/media/files/corporate/publications/2016/05/president_obama_signs_de-
fend_trade_secrets_act_into_law.pdf.

5. 18 U.S.C. § 1836 (2016).

6. See lan Dibernardo, Trade secret protection in corporations: best practices, REUTERS
(Apr. 15,2022, 4:02 AM) [https://perma.cc/L7CX-9GW7].
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standards established by the courts that illustrate what exactly “reasonable”
efforts and measures are under the UTSA and DTSA, respectively.’

SUBJECTIVITY FROM THE PLAINTIFF’S PERSPECTIVE

The history of trade secret law in the United States goes back for many
decades. In the early 1970s and 1980s, the reasonable efforts prong was an-
alyzed by courts across the nation. Some courts looked at the subjective in-
tent of the plaintiff in analyzing whether reasonable efforts were taken to
protect trade secrets. In University Computing Co. v. Lykes-Youngstown
Corp., the court viewed reasonable efforts through the plaintiff’s subjective
intent.® The court reasoned that “certainly it was undisputed that the UCC
viewed the system as a valuable and unique property and used great caution
in attempting to perverse its confidentiality.”” In Metallurgical, the court de-
termined that the plaintiff took reasonable measures to conceal their propri-
etary information, furnaces, from all authorized personal.'’ They were hid-
den from public view and signs warned people about restricted access.''
There was also a non-disclosure agreement in place.'* The court stated that
“one’s subjective belief of a secret’s existence suggests that a trade secret
exists.”'? Furthermore, the court said that because security measures cost
money, a manufacturer therefore would not incur the costs of security
measures if it believed competitors already knew about the information in-
volved."

The problem with viewing the reasonable measures analysis solely
through the plaintiff’s intentions, is that it disregards the defendant’s under-
standing of whether the plaintift’s information should be protected. A plain-
tiff can implement security measures and require employees to sign non-dis-
closure agreements, but if the defendant is not completely aware of what the
exact information is that needs to be protected, it would be difficult to expect
the defendant to keep a company’s confidential information a secret.

Other courts have taken the opposite approach. In a Fifth Circuit case,
the court said that even if the plaintiff had the intention to keep the processes

7. Seth J. Welner & John M. Marra, Defend Trade Secrets Act vs. Uniform Trade Secrets
Act: Reasonable Security Measures as Objective or Subjective?, HOLLAND & KNIGHT (Aug. 6,
2018), https://www.hklaw.com/en/insights/publications/2018/08/defend-trade-secrets-act-vs-uni-
form-trade-secrets [https://perma.cc/KA48-S48Y].

8. Univ. Computing Co. v. Lykes-Youngstown Corp., 504 F.2d 518, 534-35 (5th Cir. 1974).
9. Id.at535.

10. Metallurgical Indus. Inc. v. Fourtek, Inc., 790 F.2d 1195, 1199 (5th Cir. 1986).

11. Id.

12. Id.at 1205.

13. Id.at 1199.

14. Id.



134 UC LAW SCIENCE AND TECHNOLOGY JOURNAL Vol. 15:131

and machinery a secret, the intention will be disregarded if there is an ab-
sence of proper precautions against disclosure.'” The court made a compel-
ling statement in the end of the opinion and said “to limit a man in the exer-
cise of his knowledge there must be a strong showing that the knowledge
was gained in confidence.”'® This exemplifies the importance of the defend-
ant’s knowledge and understanding of the confidential essence of the plain-
tiff’s work and that the plaintiff’s mere intentions, without communicating
that intention to the defendant, is not enough. This is also a higher standard
than viewing the existence of a trade secret solely through the subjective eyes
of a plaintiff.

AN OBJECTIVELY REASONABLE DEFENDANT

Historically, courts have looked at various factors in determining
whether the plaintiff took reasonable measures to protect their trade secrets,
and this is usually a question of fact.'” Because this analysis is usually fact-
intensive, often there is no national standard as to what would constitute rea-
sonable measures.

Although there is not at outright declaration in the law or in how trade
secret cases are usually analyzed, case law suggests that providing notice to
the defendants is necessary and that failure to do so may be considered in
determining whether the employer has exercised reasonable efforts.'® Courts
across the country emphasize the importance of plaintiffs communicating the
existence of their trade secrets through the implementation of various secu-
rity measures ranging from non-disclosure agreements to password protected
files. As practical as this analysis might sound, this leads to varied conclu-
sions because often courts are forced to read into defendants’ minds and try
to determine whether reasonable security measures were sufficient to give
defendants notice of trade secrets.

However, on the other hand, many courts across the country have found
specific notice to employees to be unnecessary because of the nature of the
defendants’ job that should have indicated to them that the employees knew
about the confidential nature of their work."” Although specific notice is not
required in these types of cases, there is still an indication that the defend-
ant’s knowledge and understanding of the confidential nature of the plain-
tiff’s trade secret is an important factor in a court’s analysis.

15. Wheelabrator Corp. v. Fogle, 317 F. Supp. 633, 639 (W.D. La. 1970).
16. Id.at 638.

17. See JAMES POOLEY, TRADE SECRETS § 1.01 n.1 (2011).

18. Id.at§1.01.

19. Id.
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Providing notice to the defendant is, in my opinion, necessary to ana-
lyze whether reasonable measures were taken to protect trade secrets. If the
defendant doesn’t know they are supposed to keep something a secret, it is
difficult to expect employees to protect those secrets. As intuitive and logical
as this analysis sounds, at times, courts don’t always consider notice as an
important factor.* This, in my opinion, is not the best way to analyze
whether a trade secret existed. But because of the lack of a uniform standard
across the country, or at least one that can make trade secret analysis a bit
more straightforward, courts should make notice to the defendant a deter-
mining factor in their analysis as opposed to not analyzing this factor at all.

Therefore, a more proper and rational standard that courts should use in
their trade secret analysis is measuring whether the defendant had proper
understanding of the existence of a trade secret and viewing this analysis
through the lens of an objectively reasonable defendant. This is a far superior
standard for courts to use than to completely ignore the significance of notice
or to view reasonable measures from a subjective, case by case standard.
Although this analysis might still be imperfect, but if courts ask themselves,
whether an objectively reasonable defendant would determine from signing
a non-disclosure agreement or gaining access to proprietary information
through an encrypted file, that there exist specific trade secrets that needed
to be protected, it will provide a clearer and more uniform standard.

HOW COURTS ANALYZE REASONABLE EFFORTS

The way courts have historically analyzed reasonable efforts has been
very flexible.?' Courts usually analyze whether a plaintiff has taken reason-
able measures to protect their trade secrets on a case-by-case analysis.*? Rea-
sonableness depends on circumstances and may differ for large and small
businesses.”* In some jurisdictions, for example, courts have viewed the size
and nature of the plaintiff’s business, the cost that it would incur for addi-
tional measures, and the degree to which such measures would decrease the
risk of disclosure.** What may be reasonable measures in one context may

20. United States Gypsum Company v. LaFarge North American, Inc., 508 F. Supp.2d 601,
625 (N.D. III. 2007) (summary judgement for the defendant on the grounds that confidentiality
markers were not prominent despite there being testimony that the defendants were given specific
instructions to not use documents for other projects).

21. See Pooley, supra note 17, at §1.01.

22. Id.

23. Niemi v. NHK Spring Co., Ltd., 543 F.3d 294, 301 (6th Cir. 2008).

24. Inre Innovative Construction Systems, Inc., 793 F.2d 875, 884 (7th Cir. 1986).
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not necessarily be a reasonable measure in another context.”” Additionally,
some jurisdictions only require reasonable measures, not perfection.*®

One of the most significant factors, however, that courts sometimes
look at is whether the defendant got notice of the confidential nature of the
plaintiff’s information.?’ In a Seventh Circuit case for example, the plaintiff
did not require its employees to sign non-disclosure agreements, employee
guidelines did not mention the confidential nature of the plaintiff’s formulas,
and employees were not given exit interviews concerning the confidential
nature of the formulas.”® However, the court determined that reasonable pre-
cautions were taken because employees were told of the secret nature of the
formulas and agreed to keep that information confidential.*’ In contrast, the
importance of communication is also exemplified in cases where tight secu-
rity measures were taken, but because the plaintiff did not implement any
other security measure, they failed the reasonable measures prong. In RV
Horizons, the plaintiffs argued that they protected and maintained their lists
with the utmost security.’® They stated that the information was password-
protected, and access was provided only to a limited number of individuals
on an as-needed basis for investor relations.?' There was also no evidence of
any type of confidentiality agreement, handbook, or training regarding the
access to or use of investor lists.** This indicates that for the court, something
additional was needed besides tight security measures to suffice as reasona-
ble efforts.

In Incase Inc. v. Timex Corp., the court determined that the fact that the
plaintiff kept its work for private from the world was not sufficient.”> This
was because discretion was considered a normal feature of a business rela-
tionship and not a reasonable measure.** Instead, the court concluded, that
there must be affirmative steps to preserve the secrecy of the information as
against the party against whom the misappropriation claim is made.* This
exemplifies that for many courts, not only does the plaintiff’s degree of

25. Id.

26. International v. Quest Software, Inc., 333 F. Supp. 2d 688, 696 (N.D. 111 2004).

27. Univ. Computing Co. v. Lykes-Youngstown Corp., 504 F.2d 518, 534 (5th Cir. 1974).
28. Inre Innovative Construction Systems, Inc., 793 F.2d 875, 883 (7th Cir. 1986).

29. Id. at 884-85.

30. RV Horizons, Inc. v. Smith, No. 18-CV-02780-NYW, slip op. at 26 (D. Colo. Nov. 13,
2020).

31. Id.
32, Id.
33. Incase Inc. v. Timex Corp., 488 F.3d 46, 53 (1st Cir. 2007).
34, Id.
35, Id.
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security efforts matter, but that they must be taken against the defendant.*
Courts have also determined that one who claims that he has a trade secret
must exercise eternal vigilance.’” This means constant warnings to defend-
ants and obtaining an agreement, preferably in writing, acknowledging its
secrecy and promising to respect it.*® To exclude a secret from the public
would not be enough.*® Here, again, what’s being emphasized is not the vast
amount of security measures, but instead that those measures were taken
against the defendant and in essence, communicated to the defendant either
through a contract or some sort of verbal instruction.

This exemplifies the importance of notice to the defendants and how
heavily this factor weighed in the court’s analysis. However, courts overlook
the importance of notice in their own analysis, and it is often not clearly rec-
ognized under the UTSA.

NON-DISCLOSURE AGREEMENTS AND THE SIGNIFICANCE OF
NOTICE

One of the classic examples of what plaintiffs have attempted to qualify
as a trade secret are customer lists. In Morlife Inc., v. Perry, the defendant
was a sales representative at plaintiff’s commercial roof repair company.*’
During this employment at plaintiff’s company, he agreed not to use, dupli-
cate, or disclose information about plaintiff’s customers if he terminated his
employment.*' Before leaving the company, he took a collection of business
cards he collected from P’s customer base.** The court found that the plain-
tiff had made reasonable efforts to keep their trade secrets confidential be-
cause the customer information was stored on a computer with restricted ac-
cess and the defendant had also signed an employment contract with a
confidentiality provision expressly referring to its customer names and tele-
phone numbers.** Although other factors were at play here that influenced
the court’s decision, such as the how the plaintiff expended a lot of time to
build a strong customer list, it can be concluded that a confidentiality agree-
ment as well as storing the customer lists on a computer with restricted ac-
cess was sufficient to be considered “reasonable efforts” to keep the cus-
tomer list a secret. From this straightforward case, it can be concluded that

36. Id.

37. J.T.Healy & Son, Inc. v. James A. Murphy & Son, Inc., 357 Mass. 728, 738, (1970).
38. Id.

39. Id.

40. Morlife, Inc. v. Perry, 56 Cal. App. 4th 1514, 1518 (1997).

41. Id.

42, Id.

43. Id.at 1523.
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a non-disclosure agreement would suffice if there’s proper notice to the de-
fendant about the existence of a trade secret.

One interesting thing to note in this landmark case, however, is that the
court viewed this analysis through the plaintiff’s perspective noting that
“based upon the facts of this case, there is no doubt Morlife intended its cus-
tomer information to remain secret and undertook steps to secure that end.””**
There is no mention of the defendant’s understanding and acknowledgment
of a trade secret, although it is implied throughout the analysis. The plaintiff
probably did intend to safeguard their customer lists, and this is an important
element to consider in trade secret analysis. However, viewing this analysis
from the defendant’s perspective would allow the court to examine the rea-
sonable measures prong more in depth which would lead to a stronger con-
clusion.

The importance of notice in non-disclosure agreements is further exem-
plified in cases where non-disclosure agreements were deemed insufficient.
In Electro-Crat Corp v. Controlled Motion Inc., the court determined that
requiring some of its employees to sign confidentiality agreements was not
enough.”’ The court analyzed how a necessary element of trade secret status
is proof by the owner of reasonable efforts to maintain secrecy and a showing
of mere intention to keep the information a secret is not enough.*® The court
reasoned that reasonable efforts need to signal to the employees the secret
nature of certain information.*” Although all of these employees signed con-
fidentiality agreements, the court considered them vague.*® This case further
demonstrates the importance of notice, and even with a confidentiality agree-
ment in place, if a contract is vague or does not pinpoint to the exact infor-
mation that needs to be protected, courts will determine that defendants were
not given enough notice to truly understand what needs to be protected.

In another interesting case, Arcor Inc. v. Haas, the plaintiff attempted
to protect his customer lists by having its employees sign and employment
and confidentiality agreements.*” The court reasoned that because the only
security measure that the plaintiff took was to have its employees sign con-
fidentiality agreements, this was not enough.”® The fact that the plaintiff pre-
sented no evidence that he did “anything more” than require employees to
sign a confidentiality agreement impacted the court’s ruling.”’ The court

44. Id.

45. Electro-Crat Corp. v. Controlled Motion, Inc., 332 N.W.2d 890, 901-902 (Minn. 1983).
46. Id.at 892.

47. 1Id.

48. Id.at 903.

49. Arcor, Inc. v. Haas, 842 N.E.2d 265, 270 (2005).

50. Id.at271.

51. Id.
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reasoned that had the plaintiff take additional measures, such as limiting ac-
cess to its customer information by computer password, the court would have
concluded differently.’® Although there was no evidence of vagueness in the
non-disclosure agreements, the court ruled that something additional was re-
quired. This, of course, is a rare case, however, it exemplifies how there are
discrepancies in analyzing reasonable measures because even though a non-
disclosure agreement was in place, the court did not provide a valid ground
as to why it was not a reasonable measure.

To further exemplify the discrepancies in the courts, some courts have
even ruled that when a defendant refuses to sign a confidentiality agreement,
the alleged verbal promise of confidentiality would suffice as a reasonable
measure.” In Harbor Software, inc. v. Applied Systems, inc., the defendant
refused to sign a non-confidentiality agreement, but, according to plaintiff,
the defendant assured him that “the confidentiality agreement would be part
of whatever business agreement was eventually worked out.”>* These cases
demonstrate that analyzing reasonable efforts is not always clear. In some
cases, non-disclosure agreements are not considered enough, but oral state-
ments from the parties or actions are considered reasonable efforts under the
circumstances. How courts reach their analysis is not always clear. They of-
ten resort to analyzing the subjective understanding of a defendant in each
particular case. However, as demonstrated by the cases above, this standard
does not always portray uniformity.

As demonstrated through various cases, notice is a determining factor,
however deciding whether the defendants got sufficient notice in their non-
disclosure agreements is a challenging area for many courts. In BDT Prod-
ucts, Inc. v. Lexmark Int’l., Inc., the Sixth Circuit court determined that the
plaintiff releasing information to other companies under a “one-way” non-
disclosure agreement that protected only their secrets was fatal, although
there was an industry understanding of confidentiality.” Viewing the con-
tract at face-value, the court determined that because the language of the
agreements was clear, the understanding of the companies was irrelevant.*
This statement, in my opinion, is unsettling particularly because if there was
any indication that the defendant in this case, another company, had under-
standing and notice of the existence of plaintiff’s trade secret and the obliga-
tion to protect that secret, then the understanding of the companies should
have mattered to the court’s analysis.

52. Id.

53. Harbor Software, Inc. v. Applied Systems, Inc., 887 F. Supp. 86, 90 (S.D.N.Y. 1995).
54. Id.at88.

55. BDT Products, Inc. v. Lexmark Int’l., Inc., 124 Fed. Appx. 329, 332-33 (2005).

56. Id.at331.
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NEED-TO-KNOW BASIS

Although non-disclosure agreements are standard in many industries,
caselaw suggests that plaintiffs have not used non-disclosure agreements for
their confidential information, but still have been able to successfully pass
the reasonable measures prong on what it means for something to be a trade
secret purely because the defendant was specifically informed about confi-
dential nature of the trade secret. In the 1990 case Courtesy Temporary Ser-
vices v. Camacho, the California Court of Appeal affirmed a ruling that the
plaintiff’s customer information was considered a trade secret because ac-
cess to the information was divulged to employees only on a as needed ba-
sis.”” Most importantly, the employees were advised of its confidentiality.®
There is nothing from the facts that indicate that there was a confidentiality
agreement, indicating that the employees’ knowledge and understanding that
the information was confidential was the primary reason that the court ruled
the way they did.

Other courts have ruled similarly and don’t expect high levels of secu-
rity, particularly for small family businesses. In an Indiana case, the court
ruled that the plaintiff took reasonable measure to secure its secrets and this
was largely because it trusted its employees to keep its data confidential.*’
What was particularly interesting about this case is that the court reasoned
that even without specific directions or security measures by the plaintiff, the
defendant’s own security measures contributed to the maintenance of confi-
dentiality.®® The record reflected that the defendant locked the data compila-
tion in his toolbox at the end of the day and never allowed other employees
to copy the data.®' Shockingly, the court concluded that these efforts that the
defendant took to protect the data compilation were to be attributed to the
plaintiff.%*

The above case put a huge emphasis on the defendant’s knowledge and
understanding of the trade secret and going so far as attributing the reasona-
ble efforts the defendant took to the plaintiff. Without the plaintiff imple-
menting any security protocols whatsoever, the court still determined that
reasonable measures were taken through the defendant’s actions. This case
is an example how courts sometimes must almost read the defendant’s
thoughts in order to determine whether they understood the existence of a
trade secret.

57. Courtesy Temp. Serv., Inc. v. Camacho, 222 Cal. App. 3d 1278, 1288 (1990).
58. Id.

59. N. Elec. Co. v. Torma, 819 N.E.2d 417, 428 (Ind. Ct. App. 2004).

60. Id.

61. Id.at427.

62. Id.
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This is further exemplified in Johns-Manville Corp. v. Guardian Indus.
Corp., where the court determined that even if the defendants had not been
told about that the information was secret, they should have been able to
conclude from the very nature of the work that they were doing.®> Although
in this case, the defendants did sign a confidentiality agreement, the court
reasoned that the defendant was not only aware of the secret and confidential
nature of his work, but also responsible for maintaining that secrecy.’* This
analysis is very similar to the Torma case above where the defendant was
responsible for the plaintiff’s trade secrets and because of that responsibility,
the defendant’s reasonable efforts were attributed to the plaintiff. What was
most astounding about the court’s analysis in this case was that the defendant
was not even instructed about the existence of confidential information, but
the court determined through his actions that he must have known that a trade
secret existed. In my opinion, this is not an ideal way to analyze the reason-
able measures prong because it forces courts to determine what the defend-
ants are thinking.

Even in cases where defendants have not been expressly informed about
the nature of a trade secret, the court has still ruled in the plaintiff’s favor.*®
The court in a Second Circuit case reasoned that educated employees should
be aware that the information is not revealed to outsiders or used to the dis-
advantage of its owners.®® The defendants argued that the plaintiff failed to
prove that the defendants had any reason to believe that the data was intended
to be confidential.’” However, the court still held that the defendant must
have deduced that unlike the assembly drawings, which were freely circu-
lated to customers, the parts drawings were not.®® Additionally, because the
defendant was willing to pay for the parts drawings exemplifies that he knew
their value and that they hold secrecy.® In this case, there was no evidence
that the plaintiff took any measures to protect the parts drawings and the
court’s conclusion that the defendant should have deduced what was confi-
dential is, in my opinion, not a proper analysis of the reasonable measures
prong. It is the plaintiff’s responsibility to make a good-faith effort in pro-
tecting its trade secrets and if the plaintiff makes no reasonable efforts at all,
it is difficult to expect a reasonable defendant in that situation to understand
what is deemed confidential.

63. Johns-Manville Corp. v. Guardian Indus. Corp., 586 F. Supp. 1034, 1072-1073 (E.D.
Mich. 1938).

64. Id.at 1072.

65. A. H. Emery Co. v. Marcan Prod. Corp., 389 F.2d 11, 16 (2d Cir. 1968).
66. Id.

67. Id.

68. Id.

69. Id.atl7.
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From the above cases, we can conclude that notice and communication
to the defendant are important to many courts across the country in reaching
their analysis. But because of the lack of a uniform standard under the UTSA,
courts are forced to analyze whether defendants have had proper notice of
whether something is a trade secret, which can cause discrepancies in the
court’s conclusions. Therefore, it is not only important for the court to ana-
lyze the plaintiff’s actions in safeguarding his or her information, but it is
vital that courts analyze whether an objectively reasonably defendant would
be able to conclude from the plaintiff’s security measures that trade secrets
need to be protected. This will decrease the number of discrepancies across
the country and it will also be easier for the courts to analyze the reasonable
measures prong because they wouldn’t have to analyze each defendant’s
knowledge and understanding as much and instead, use a uniform standard.

WHEN NOTICE FAILS

As examined from the cases above, informing the defendants of the ex-
i1stence of a trade secret suffices and at times, even the nature of the defend-
ant’s job is sufficient for the defendant to know that the plaintiff’s infor-
mation must be kept a secret. However, there are times when courts decide
that there is not enough notice to the defendant.

In an Illinois case, the plaintiff did not require the defendants to sign
non-disclosure clauses.” The plaintiff made the argument that no one other
than the defendant was exposed to the trade secret, but this was still not con-
sidered a reasonable effort to maintain secrecy.”' The plaintiff had certain
secrets related to the dairy industry that they only told the dairy company.’
Similarly, they had trade secrets related to the transportation industry that
was only told to the transportation-defendants.”? Even then, the court said
that because nothing prevented the defendants from sharing this information
with others that were not in the industry, there are no reasonable efforts to
maintain those secrets.”* Even though the plaintiff divided their trade secrets
among those with a need to know and depending on their industry, it was
still determined that this was not sufficient notice. Contrasting this with
Johns-Manville Corp. v. Guardian Indus. Corp., even though it could be ar-
gued that because of the nature of the defendant’s work, they should have
known to keep the plaintiff’s information confidential, the court in this case
made no such ruling for the plaintiff.

70. Sw. Whey, Inc. v. Nutrition 101, Inc., 117 F. Supp. 2d 770, 780 (C.D. I11. 2000).
71. Id.
72. Id.
73. Id.
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Notice to the defendant can be a difficult thing for the courts to concep-
tualize. The plaintiff in Gen. Insulation Co. v. King had, as its policy, to pro-
tect their information through an “unspoken rule.””” Even then, the unspoken
rule about confidentiality did not constitute a reasonable measure to protect
that information and summary judgement was granted to the defendant.”
Additionally, even with a non-disclosure agreement in place, courts have
found that it was not sufficient notice to the defendant as was held in Dy-
namics Research Corp.”” This was because when the defendant was leaving
the company, the plaintiffs made no additional mention of the non-disclosure
agreement.”® Although this is a much older case and the reasoning is a bit
unusual, it demonstrates how courts have analyzed notice, which in this case
the court said that the non-disclosure agreement did not put the defendant on
notice that he was working on trade secrets.”’ It seems like the nature of the
defendant’s job or his role at his company did not constitute enough
knowledge and notice about how his work was proprietary to the plaintiff.

In U.S. Gypsum Co. v. LaFarge North American, Inc., the court decided
that the plaintiff did not present sufficient evidence supporting that its dis-
closure to the defendant was done with adequate restrictions.* One of most
compelling statements of the court was when it stated that “identifying in-
formation as proprietary is not the same as denominating it as confidential.”®'
Information was provided to the defendants under strict conditions of confi-
dentiality.® Even though the defendants were instructed to not use the spe-
cific drawings outside of work for the plaintiff, the court said this was not
prominent enough.** Contrasting this with the Johns-Manville Corp. case,
the nature of the defendant’s job was deemed insufficient to put the defend-
ant on notice of the plaintiff’s confidential information.** This is a clear ex-
ample of a lack of consistency throughout the country. Although there are
many reasons as to why courts rule that reasonable efforts were taken, there
should still be a clear standard that courts could follow to allow for more
conformity across the country.

75. Gen. Insulation Co. v. King, No. 14-08-00633-CV, slip op. at *6 (Tex. App. Jan. 26,
2010).
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Even with a non-disclosure agreement in place or verbal instructions to
the defendant, courts might still rule that reasonable measures were not taken
by the plaintiff. In many of these cases above, the plaintiff’s measures were
not being evaluated, rather, it was whether the defendant understood the re-
quirements of confidentiality that was expected of them.

DTSA: A NATIONAL PERSPECTIVE

Discrepancies in Oral and Implied Contracts

The DTSA is new, however, even with the limited caselaw that exists
under the DTSA, there are still compelling cases that give insight to how
courts view reasonable measures taken by plaintiffs. Many companies im-
plement non-disclosure agreements to protect their trade secret information.
However, there are rare cases where parties agree to oral contracts to not
share confidential information with third parties. Courts have drawn varying
conclusions across the country about whether these oral agreements consti-
tute reasonable measures under the DTSA.

The Ninth Circuit has acknowledged the importance of the idea of giv-
ing notice to the defendant about a trade secret. In fact, the court has recog-
nized that “trade secret law is a two-way street: It protects ideas, but it also
requires giving notice that the information is in fact a secret so that others do
not fall into a “trap” of using information that they think is non-confiden-
tial.”®* The court speaks about the duty of implied duty of confidentiality and
how it is found when the other party has reason to know that the information
was in fact confidential.*® This standard is particularly important in trade se-
cret law analysis. Not only is it imperative that plaintiffs safeguard their trade
secrets, but that the defendant has notice that those secrets need to be pro-
tected.

In a California case, Graduation Solutions LLC v. Luya Enter. Inc., the
plaintiff entered into an oral agreement with the defendants for them to man-
ufacture plaintiff’s graduation apparel at the defendants’ facility in China,
which plaintiff would then sell in the United States.®” The oral agreement
provided that the defendants agreed to keep plaintiff’s design specifications
and other non-public business information confidential, and to not use the
information for any other purpose except to manufacture the plaintiff’s prod-
ucts.®® The plaintiff also alleged that it shared other confidential information
including market data, vendor information, customer information, and

85. Carr v. AutoNation, Inc., 798 F. App’x 129, 130 (9th Cir. 2020).
86. Id.

87. Graduation Sols. LLC v. Luya Enter. Inc., No. CV191382DMGJPRX, slip op. at 2 (C.D.
Cal. May 5, 2020).
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insider information regarding the graduation apparel industry.® The most
important factor to note in this case is that for several years, the parties car-
ried their business relationship according to the terms of the oral agreement,
which was never memorialized in writing.*’

After the plaintiff brought action against the defendants for allegedly
selling similar graduation apparel on their websites, the court found that the
confidentiality agreement did not need to be written to be considered a rea-
sonable secrecy measure and that verbally telling clients and employees that
the information was confidential sufficed as a reasonable measure.”’ A sim-
ilar route was taken in a North Carolina case which found that the defend-
ant’s argument that information was shared with him before a non-disclosure
agreement was signed did not stand.”® Despite the absence of a formal writ-
ten confidentiality agreement, there was evidence of an oral agreement be-
tween the parties to maintain the confidentiality of the plaintiff’s infor-
mation.”

These cases exemplify how oral agreements are considered reasonable
measures to protect trade secrets. This exemplifies the importance of provid-
ing notice to the defendant in trade secret analysis and how a written non-
disclosure agreement is recommended but not always necessary under the
DTSA.

Oral Instructions

Although oral instructions can pass the reasonable measures test under
the UTSA, they might not always be considered reasonable efforts in many
DTSA cases. In Charles Ramsey Co., Inc., v. Fabtech-NY LLC, the plaintiff
was a piano hardware manufacturing company.” The company began to de-
velop a variety of novel processes and methods of application, which pro-
vided the plaintiff company with the economic edge necessary to maintain
its business.” The plaintiff’s owner, Trout, told the defendants repeatedly
that these methods were sensitive information.”® The court concluded that
advising employees that certain information is a trade secret can be an
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example of a proper reasonable measure under the UTSA but that the court
found no case under the DTSA in which this measure alone was sufficient.”’

In another California case, the court found that the plaintiff had shown
a likelihood of success on the merits of its federal trade secret.”® The court
was vague in their analysis about whether reasonable measures were taken
or not. Still, the plaintiff instructed the defendant and “anyone else associ-
ated” with the plaintiff’s operations that customer, leads and profit infor-
mation had to be kept a secret.”” There is no indication from the facts that
there was a written agreement between the two parties, but merely a verbal
instruction.

In another case, the plaintiffs asserted that they shared information with
the defendants in confidence.'® The court concluded that the plaintiff shar-
ing the information at issue with nothing more than an expectation of privacy
was insufficient to establish that reasonable efforts were taken to protect the
information and maintain its secrecy.'”' The plaintiff showed no method,
plan, or other act by which they attempted to maintain the secrecy of the
alleged trade secrets.'” Contrasting the two cases above, it demonstrates
how verbal instructions might suffice in one case, but not in another case.

Although there is not a lot of case law under the DTSA, the cases above
illustrate the different conclusions that courts come to regarding verbal in-
structions. This portrays that the defendant’s subjective understanding of
whether something is considered confidential is a factor that the court takes
into consideration in its analysis. However, how they measure whether the
defendant got notice about the confidential nature of the plaintiff’s materials
is not always clear.

Additionally, contrasting the above cases with the standard under the
UTSA, it can be observed that there is not a lot of case law under the DTSA
where courts have determined that the plaintiff providing the defendant with
verbal or oral instructions sufficed as reasonable instructions. Under the
UTSA, this was exemplified in Courtesy Temporary Services, Inc. v.
Camacho, where the court concluded that the plaintiff instructing the defend-
ants on the confidential nature of the plaintiff’s customer list was considered
a reasonable measure under the UTSA.'®

Considering how there is no clear-cut standard for whether oral instruc-
tions are considered a reasonable measure, looking at the defendant’s
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knowledge and understanding of what constitutes a trade secret is a good
place for the courts to start their analysis. However, as we’ve seen with the
cases above, the issue with analyzing a defendant’s knowledge and under-
standing of the existence of a trade secret could open the door to courts hav-
ing to analyze the subjective knowledge of each defendant.

Therefore, a more uniform standard that the courts should employ is
analyzing reasonable measures, including oral instructions through the eyes
of an objectively reasonable defendant. Courts must ask themselves when
they come across cases where the plaintiff verbally instructed the defendant
to guard certain information, whether a reasonable defendant, in that case,
would be able to understand the importance of not sharing that information
with an outside party.

PASSWORD PROTECTED AND RESTRICTED ACCESS INFORMATION
AND THE DEFENDANTS’ KNOWLEDGE

Password-protected information and restricted access measures are also
widespread security efforts that many companies take to protect their trade
secrets. However, just because information is encrypted or password-pro-
tected, it does not mean the courts will rule in the plaintiffs’ favor.

In a Minnesota case, the court held that the plaintiff’s security measures
were mostly , superficial.'™ In this case, the plaintiffs identified the com-
pany’s rate sheet history and pricing model as confidential and placed them
in a limited-access folder.'” The court decided that the senior officers dis-
seminated this information to its employees for business use and that the
plaintiff company said little about what it did to limit access from that point
on.'*® The court emphasized that there was no evidence that it distributed this
information to its employees on a need-to-know basis.'”” Additionally, it
made no difference to the court that these documents included the label “all
pricing information is confidential.”'®®

The court’s analysis highlights the point that the information was not
shared with employees on a need-to-know basis, although the documents
were labeled as confidential. This indicates that to certain courts, reasonable
safety efforts are often not measured by the most extreme security measures
taken but by the court’s analysis of whether employees got sufficient notice
of the confidential nature of the information they were exposed to. The court
also said that there was no evidence that the plaintiff held training sessions
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for the employees on how to protect company trade secrets.'”” Training ses-
sions, although not uncommon, are a degree ahead of what many companies
would employ as a security measure. This exemplifies how courts grapple
with the reasonable efforts standard.

Although the defendant’s understanding and knowledge of a trade se-
cret is important for many courts’ analysis, there are times when courts,
viewing this analysis on a case-by-case basis, draw varying conclusions. In
MedQuest Ltd. v. Rosa, the plaintiff reserved to the defendants’ special pass-
word access to confidential lists, limited administrative access to the lists,
and made it difficult for other employees to print, download, or email the
list.''” The court concluded that even if confidential lists were trade secrets,
the plaintiff did not demonstrate that they took reasonable measures to main-
tain their confidentiality because the two defendants did not sign a non-dis-
closure agreement, for example.''' Additionally, although the plaintiffs dis-
tributed a policy manual containing a confidential information section that
explicitly identified customer lists as confidential, the plaintiff did not allege
that the defendants acknowledged these obligations and agreed to be bound
by them.'"?

MedQuest Ltd. v. Rosa demonstrates an interesting point about the
court’s analysis of the defendant’s knowledge and understanding of the con-
fidential customer and lawyer lists. Although there are enough facts to
demonstrate that the plaintiff took reasonable measures to secure their con-
fidential information, the court re-emphasized the importance of the defend-
ants’ acknowledgment of their confidential obligations. This case demon-
strates the dangers of viewing reasonable measures on a case-by-case basis
instead of a more objective standard. If the courts view their analysis through
an objective standard, courts will not have to read into the defendants’ minds
to determine whether defendants received reasonable notice of the existence
of a trade secret.

Security measures alone rarely suffice as reasonable measures under the
DTSA. However, in a Missouri case, the court found that reasonable
measures were taken when plaintiffs put their trade secret in a locked office,
available on only one computer, and where the access was granted to only a
handful of plaintiff’s employees.''* The defendant in this case downloaded
the confidential information onto a USB drive without the plaintiff-com-
pany’s permission while she was employed by the ETF and receiving a salary
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from the ETF.""* The court concluded that a lack of confidentiality agree-
ments did not show that the plaintiff failed to take reasonable measures, par-
ticularly because officers of a corporation owe independent fiduciary duties
to the corporation to protect trade secrets from disclosure.'"

Here, although rare, the court found that the plaintiff took reasonable
measures to protect their trade secrets by locking the information on a se-
cured computer, where access was granted to only a few employees. Based
on the facts of this case, it can be determined that the defendant purposefully
downloaded the confidential information, knowing that the plaintiff deemed
it confidential and proprietary. It is implied from this analysis that the de-
fendant had sufficient notice of the confidential nature of the information,
which was imperative to the court’s analysis.

Throughout the country, plaintiffs take varying reasonable measures to
protect their trade secrets. Ranging from non-disclosure agreements to pass-
word- protected information, a lot of the time, this standard is not difficult to
meet. However, there are cases where the courts conclusion comes much to
a surprise. Sometimes, high-level security measures are not deemed enough,
but oral agreements suffice as reasonable measures. The commonality in all
these cases is the court’s judgment of whether the defendant was given suf-
ficient notice through these security measures about the existence of a trade
secret.

The importance of communicating to the defendant about the existence
of a trade secret is the true standard of the reasonable measure requirement
under the DTSA. However, the fact that concept is almost nowhere to be
found in either the statue or caselaw is quite dangerous and can lead to un-
expected and far-off conclusions. Therefore, to makes this standard clearer,
the reasonable measures prong should be viewed through an objectively rea-
sonable defendant.

EFFECTS ON FUTURE CASES

If courts began viewing the reasonable measures prong through an ob-
jectively reasonable defendant, it is hard to conclude whether this will bene-
fit the plaintiff or the defendant.''® From a recent report on trade secret sta-
tistics, between 2015 and 2017, following the enactment of the Defend Trade
Secret Act, trade secret filings rose 30%.'"” Even with the rise of the global
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pandemic, trade secret flings have remained steady even with large-scale in-
ternational shutdowns.''® Additionally, looking at the cases on the merits,
plaintiffs won at trial over four times as often as defendants (114 cases to
28).""” However, defendants are more likely to win during summary judge-
ment (96 cases to 67).'%" In 114 cases terminated over the five-year time pe-
riod, courts found a failure to identify a trade secret such that the claim could
not go forward.'?!

From these statistics, we can conclude that trade secret filings are not
going away any time soon and in fact, are continuing to rise. Although im-
plementing a new standard, such as viewing reasonable measures through an
objectively reasonable defendant, might not change the outcome of trade se-
cret cases, it is an important conversation to have and something to consider.
A small change that could occur, for example, would be that courts would
more likely find that the defendant, being an objective and reasonable per-
son, should have known that the verbal instructions or non-disclosure agree-
ments were enough and were the plaintiff’s way of communicating that a
trade secret existed. If this is the case, then it might be harder for defendants,
especially during summary judgement to argue that they were not given suf-
ficient notice or that the plaintiff did not take reasonable measures.

As courts have recognized trade secrets as property over the years, it is
no surprise that plaintiffs are more likely to win at trial. Perhaps this standard
would only make it easier for plaintiffs to assert a trade secret claim, but it is
difficult to make that conclusion. It could present challenges to defense at-
torneys who might have a hard time arguing against the objective, reasonable
person standard. However, reasonable measures are only one prong in the
trade secret analysis and therefore, it might not present any major, impactful
changes to the current trade secret litigation regime.

CONCLUDING REMARKS

After reading many UTSA and DTSA cases, giving notice to the de-
fendant is an important standard to measure reasonable efforts and an im-
portant one too. However, how courts measure whether a defendant received
notice is sometimes very unclear and can cause inconsistencies in the court’s
decisions. There are cases where verbal instructions were considered
enough, but in other cases, tight security measures and non-disclosure agree-
ments were not considered to hold to the standard of reasonable measures.
Although no method is going to be perfect, creating a standard will be helpful
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for the courts in determining whether the defendant knew that they had a
responsibility to keep the plaintiff’s materials and information a secret. If the
defendant in a trade secret case argues that they were unaware that the infor-
mation they had access to was to be treated as a trade secret, courts should
inquire whether a reasonable person in their circumstances would have rec-
ognized that the information was to be treated as a trade secret based on the
security measures the plaintiff employed.
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