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ABSTRACT

The expected societal impact of quantum technologies (QT) urges us to
proceed and innovate responsibly. This article proposes a conceptual frame-
work for Responsible QT that seeks to integrate considerations about ethical,
legal, social, and policy implications (ELSPI) into quantum R&D, while re-
sponding to the Responsible Research and Innovation dimensions of antici-
pation, inclusion, reflection and responsiveness. After examining what
makes QT unique, we argue that quantum innovation should be guided by a
methodological framework for Responsible QT, aimed at jointly safeguard-
ing against risks by proactively addressing them, engaging stakeholders in
the innovation process, and continue advancing QT (‘SEA”). We further sug-
gest operationalizing the SEA-framework by establishing quantum-specific
guiding principles. The impact of quantum computing on information secu-
rity is used as a case study to illustrate (1) the need for a framework that
guides Responsible QT, and (2) the usefulness of the SEA-framework for
QT generally. Additionally, we examine how our proposed SEA-framework
for responsible innovation can inform the emergent regulatory landscape af-
fecting QT, and provide an outlook of how regulatory interventions for QT
as base-layer technology could be designed, contextualized, and tailored to
their exceptional nature in order to reduce the risk of unintended counterpro-
ductive effects of policy interventions.

Laying the groundwork for a responsible quantum ecosystem, the re-
search community and other stakeholders are called upon to further develop
the recommended guiding principles, and discuss their operationalization
into best practices and real-world applications. Our proposed framework
should be considered a starting point for these much needed, highly interdis-
ciplinary efforts.
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l. INTRODUCTION

More than a hundred years ago scientists discovered that the world at a
very small scale behaves very differently from what we are used to in our
daily lives. In its inaugural century, quantum science primarily concentrated
on understanding the rules and principles that govern physical reality at the
scale of atoms. During the first quantum revolution, the theory of quantum
mechanics was developed and experimentally validated. The resulting quan-
tum mechanical principles were then used to create first-generation (1G)
quantum technologies (QT) such as transistors, lasers, and MRI. More re-
cently, the rapid advances in nanotechnology, optics, high performance com-
puter engineering, and communications have unfolded a myriad of new ways
to measure, control, and utilize the quantum properties of light and matter.

We are currently witnessing a second quantum revolution, where quan-
tum mechanical principles and 1G QT are employed to realize a second gen-
eration (2G) of quantum technologies. This generation of technologies di-
rectly harness quantum mechanical phenomena such as superposition,
entanglement, and tunneling (Box 1).! The resulting 2G QT highlight the
potential for quantum information science to develop into quantum technol-
ogies across several domains.?

1. See, e.g., John Preskill, Quantum Computing 40 Years Later, arXiv:2106.10522, (2021).

2. Seel.P.Dowling, G.J. Milburn, Quantum Technology: The Second Quantum Revolution,
361 PHIL. TRANSACTIONS OF THE ROYAL SOC’Y OF LONDON SERIES A: MATHEMATICAL,
PHYSICAL AND ENGINEERING SCIENCES, 1655, 1660 (2003),
https://doi.org/10.1098/rsta.2003.1227.
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Applications of 2G QT include 1) simulating quantum systems to en-
hance our fundamental understanding of nature and its applications,’ such as
modelling chemical processes in drug development, 2) achieving unprece-
dented precision in measurement through quantum sensing and metrology,’
such as Rydberg atom sensors and atomic clocks, 3) solving mathematical
and computational problems beyond the reach of classical computing by us-
ing quantum computers to formulate and deploy quantum algorithms that
leverage quantum superposition and entanglement,” and 4) constructing a
new generation of secure communication systems.

During the early pioneering years of scientific discovery, there was no
imminent need for researchers to engage directly with the ethical, legal, so-
cial, and policy implications of QT (Quantum-ELSPI). But as we see 2G QT
move from pure science to application in real-world we must broaden our
lens to considerer the development and use of QT in human and societal
contexts. What will it mean for the law and other societal institutions? How
should QT be developed and regulated?’ The introduction of 2G QT in soci-
ety raises important legal and regulatory questions pertaining to national and
economic security, dual use, privacy, product safety and liability, intellectual
property, fair competition, and equality. For example, quantum algorithms
have the potential to break current cryptography protocols, threatening the
information security and data privacy of its users, thereby destabilizing so-
ciety and undermining trust in its institutions. In this paper we use

3. See, e.g., Winston Pouse, Lucas Peeters, Connie L. Hsueh, et al., Quantum Simulation of
an Exotic Quantum Critical Point in a Two-Site Charge Kondo Circuit, NAT. PHYS. (2023),
https://doi.org/10.1038/s41567-022-01905-4.

4. See, e.g., C.L.Degen, F. Reinhard, P. Cappellaro, Quantum Sensing, 89 REV. MOD. PHYS.
035002 (2017), https://doi.org/10.1103/RevModPhys.89.035002.

5. See, e.g., Bohr, N. The Quantum Postulate and the Recent Development of Atomic Theory,
121 NATURE 580-90 (1928), https://doi.org/10.1038/121580a0; See also, What Is Superposition
and Why is it Important?, CALTECH, https://scienceexchange.caltech.edu/topics/quantum-science-
explained/quantum-superposition (last visited Jan. 23, 2024); See %ialso,98 Lee Billings, Explorers
of Quantum Entanglement Win 2022 Nobel Prize in Physics, SCI. AM. (Oct. 4, 2022),
https://www.scientificamerican.com/article/explorers-of-quantum-entanglement-win-2022-nobel-
prize-in-physics1/.

6. See, e.g., Mateo Aboy, Timo Minssen, & Mauritz Kop, Mapping the Patent Landscape of
QT: Patenting Trends, Innovation and Policy Implications, 53 INT’L REV. OF INTELL. PROP. AND
COMPETITION L. (IIC), 853-882 (2022), https://link.springer.com/article/10.1007/s40319-022-
01209-3.

7. A pioneering take-up of this challenge is Project Q, an initiative at the University of Syd-
ney, Australia, aimed at investigating the geopolitical and societal implications of quantum inno-
vation in computing, communications and artificial intelligence. See About Project Q, PROJECT Q,
https://projectqsydney.com/about-project-q/ (last visited Jan. 22, 2024); See also, CHRIS J.
HOOFNAGLE & SIMSON L. GARFINKEL, LAW AND POLICY FOR THE QUANTUM AGE 303-456 (2021).
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information security as the illustrative study of the challenges and the appli-
cation of our proposed framework for Responsible QT.

The current breadth, speed of maturation, and potential impact of 2G
QT in human and societal contexts make it an urgent priority to engage with
the emerging interdisciplinary research field of Quantum-ELSPIL® This ap-
proach can help to guide R&D and application of QT into a modus that is
ethical and socio-economically sustainable, while also promoting responsi-
ble technological advancement and innovation. Steering towards beneficial
societal outcomes, we propose a conceptual framework for Responsible QT
that is informed by Quantum-ELSPI considerations and responds to key Re-
sponsible Research and Innovation (RRI) dimensions.

The article is structured as follows. Part II discusses what makes QT
unique and defines quantum mechanical effects such as superposition, en-
tanglement, tunneling, and quantization. Part III conceptualizes the Respon-
sible QT paradigm and provides arguments as to why we need to proactively
fill the current responsibility gap. After explaining RRI in terms of Quantum-
ELSPI, Part IV then argues that quantum innovation should be guided by a
framework for Responsible QT, aimed at jointly safeguarding against risks
by proactively addressing them, engaging stakeholders in the innovation pro-
cess, and continue advancing QT (‘SEA’). We further suggest operational-
izing the SEA-framework by establishing ten quantum-specific guiding prin-
ciples. Part V illustrates the importance of such practices by examining the
example of information security in the post- quantum era, recommending
that research on and development of QT should be accompanied by risk-
based quantum impact assessments focused on information security risks and
implementing quantum-safe information security controls to mitigate such
risks. Part VI analyses how our proposed SEA-framework for Responsible
QT can inform the emergent regulatory landscape affecting QT, taking as
examples the two recent Executive Orders signed May 4, 2022 by President
Biden, and the Quantum Computing Cybersecurity Preparedness Act that
became public law on December 21, 2022. Laying the groundwork for a re-
sponsible, values-based quantum ecosystem, the conclusion calls upon the
collaboration of multidisciplinary teams of diverse quantum stakeholders to
discuss and orchestrate normative dimensions of QT futures, and pathways
to build towards them.

8. For an explanation of key Quantum-ELSPI elements including a selection of relevant
Quantum-ELSPI questions, see Mauritz Kop, Quantum ELSPI: Ethical, Legal, Social and Policy
Implications of Quantum Technology, DIGIT. SOC’Y (July 28, 2021), https://law.stanford.edu/pub-
lications/quantum-elspi-ethical-legal-social-and-policy-implications-of-quantum-technology/. See
also, Mauritz Kop, Quantum ELSPI: A Novel Field of Research, 2 DIGIT. SOC’Y 1, 1 (2023),
https://link.springer.com/article/10.1007/s44206-023-00050-6.
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Il. WHAT MAKES QUANTUM TECHNOLOGIES UNIQUE?

For the last 70 years, the transistor has been the fundamental building
block in our electronic devices to enable complex computations and infor-
mation manipulations. It has had a profound impact on the way we work,
interact, and think. The rules of how information can be manipulated with
classical devices are ingrained in classical physics, which limits the precision
of sensors and the problems we can solve efficiently with classical comput-
ers. This latter part is encoded in the Strong Church-Turing thesis at the basis
of today’s classical computer science.’ This thesis stipulates that all comput-
ers are born (roughly) equal because any real-world computation can be
translated into an equivalent computation involving a Turing machine, i.e. if
a problem is a hard one and thus requiring an exponential amount of compu-
tational resources, it will be hard for all computers.'® For more than 80 years
this fundamental tenet was accepted as true, and it is this tenet that QTs chal-
lenge."" The technology community was surprised when it was demonstrated
that quantum mechanics for computing could solve problems for which we
do not have efficient classical algorithms such as finding the prime factors
of large composite integers.'? These computationally hard problems for clas-
sical computers are the basis of our public-key cryptography infrastructure
that secures internet communications, but quantum algorithms have been
discovered that could solve these classically intractable problems (e.g.,
Shor’s algorithm for prime factorization)."?

In general, second generation (2G) QT directly harness quantum me-
chanical phenomena such as quantum superposition, entanglement, and tun-
neling (discussed in Box 1) to achieve quantum advantage over state-of-the-

9. For an accessible explanation of the Strong Church-Turing thesis for a broader public, see
Jack, B. Copeland, The Church-Turing Thesis, THE STAN. ENCYCLOPEDIA OF PHIL. (2020),
https://plato.stanford.edu/archives/sum2020/entries/church-turing/.

10. For a selection of the original Church-Turing papers, see Alan Turing, On computable
numbers, with an application to the Entscheidungsproblem, 42 PROC. OF THE LONDON
MATHEMATICAL SOC’Y. 230-265 (Nov. 2, 1936), http://140.177.205.52/prizes/tm23/images/Tu-
ring.pdf. See also, Alonzo Church, Abstract No. 204. 41 BULLETIN OF THE AM. MATH. SOC’Y, 332-
33(1935).

11. For a technical overview of the history of the Strong Church-Turing thesis, see Robert 1.
Soare, Turing oracle machines, online computing, and three displacements in computability theory,
160 ANNALS OF PURE AND APPLIED LogGIC 368, 368 (2009),
https://doi.org/10.1016/j.apal.2009.01.008.

12. For further advanced reading on quantum mechanics for computing, see David Deutsch,
Quantum theory, the Church- Turing principle and the universal quantum computer, 400 PROC. OF
THE ROYAL SOC’Y OF LONDON 97, 97-98, 102 (1985), https://www.daviddeutsch.org.uk/wp-con-
tent/deutsch85.pdf.

13.  See Peter W. Shor, Polynomial-Time Algorithms for Prime Factorization and Discrete
Logarithms on a Quantum Computer, 26 SOC’Y FOR INDUS. AND APPLIED MATHEMATICS 1484,
1484 (1997).
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art technologies in both qualitative and quantitative ways."* This includes
deploying quantum algorithms for classically intractable problems, simula-
tion of quantum systems beyond the capabilities for our most powerful clas-
sical supercomputers, quantum sensing that can sense weak forces due to
higher sensitivity and spatial resolution unachievable by classical sensors,
and secured quantum communications. In other words, QT take a fundamen-
tally novel approach to computation, sensing and communication, coming
with potentially disruptive effects. Imagine the consequences of a first mover
being able to crack our ubiquitous RSA encryption and similar public-key
cryptosystems in a few seconds by implementing Shor’s algorithm in a suf-
ficiently fault- tolerant quantum computer. QT are categorically different
from the technological improvements that we have seen over the last 70 years
because of the nature of the advantages that quantum dominance could en-
tail.

Box 1: Superposition, Entanglement, Tunneling, and Quantization in QT

Superposition: a concept in quantum mechanics that states that a particle can exist
in multiple states at the same time. Superposition is directly harnessed in quantum
computing to achieve quantum advantage over classical computation. In a classical
computer, data is represented as bits, which can have one of two states 0 or 1. In a
quantum computer, quantum information is unfolded by quantum bits (qubits),
which can be in a |0> state or in a [/> as well, but also in a superposition of both
basis states as a linear combination |y>= a|0>+f|/> where a and S are complex
numbers corresponding to probability amplitudes. Thus, a quantum computer con-
sisting of n qubits can exist in a superposition of 2" states enabling unprecedented
parallel computation.

Entanglement: a phenomenon in which two or more particles interact in such a way
as to become mutually dependent on one another, even when separated by great dis-
tances. When two systems are entangled there exists a special connection between
them. If two qubits are entangled, it means that, on measurement the results are
strongly correlated even if the qubits are physically separated across great distances.
For instance, if the first qubit is measured to be in state |0>, the second entangled
qubit will also be found to be in state |0>. Entanglement is directly harnessed in
quantum computing along with superposition to achieve quantum parallelism result-
ing in quantum algorithms with exponential speed-up over classical computations.

14. For further reading -for a general audience- on the background of these quantum mechan-
ical phenomena, see generally, CHRIS BERNHARDT, QUANTUM COMPUTING FOR EVERYONE (MIT
Press, 2020); Richard P. Feynman, Robert B. Leighton & Matthew Sands, Quantum Physics, 3 THE
FEYNMAN LECTURES ON PHysICS 1, 1-8 (1965), https://www.feynmanlectures.cal-
tech.edu/III_01.html#Ch1-S8; and PHILLIP KAYE, RAYMOND LAFLAMME & MICHELLE MOSCA,
AN INTRODUCTION TO QUANTUM COMPUTING (1st ed. 2007).
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It is also harnessed in quantum communications by taking advantage of unique cor-
relations exhibited by entangled qubits and quantum cryptography, particularly
quantum key distribution (QKD).

Tunneling: the ability of quantum systems to go across an energy barrier. A phe-
nomenon in which a particle can pass through a barrier that it does not have enough
energy to surmount. Tunneling is directly harnessed in quantum annealing/adiabatic
computation to solve quantum simulation and optimization problems. It is also used
in applications such as scanning tunneling microscopes, tunneling diodes, and quan-
tum sensors. As the transistors (MOSFETS) used in our classical computers get
smaller, they also exhibit quantum mechanical tunnelling from source to gate oxide
due to the thickness of the oxide layers and quantum mechanical tunnelling from
source to drain when the channel lengths are less than 10 nm. While in classical
technologies at the small- scale such as MOSFETS quantum effects are often sources
of imperfections to avoid, in 2G QT these quantum mechanical effects are directly
harnessed to achieve quantum advantage.

Quantization: a fundamental principle of quantum mechanics that is used to de-
scribe the behavior of physical systems at the atomic and subatomic level. The al-
lowed energies of a tightly confined system of particles at quantum scales are re-
stricted to a discrete set. It is an essential part of many technologies including lasers
and the physical realization of qubits no matter which qubit approach one takes, such
as trapped ions, atoms, photons, quasi particles, or superconducting oscillator cir-
cuits. In order to function as a qubit, the discrete energy levels of the superconduct-
ing circuit must be carefully controlled and manipulated.

lll. CONCEPTUALIZING RESPONSIBLE QUANTUM TECHNOLOGY

We posit that the exceptional nature of QT demands proactive integra-
tion of ELSPI considerations throughout the entire QT R&D lifecycle. The
potential game changing character of QT, unlocking novel approaches in
both research and innovation, comes with the expectation that it will affect
our world in a myriad of ways.'® Pertinent examples of these challenges con-
cern national and economic security, dual use, privacy, product safety and
liability, intellectual property, fair competition, and equality.

While we should build upon successes and failures from dealing with -
and establishing responsible technology frameworks for- closely related
fields such as AIl, nanotechnology, biosciences, semiconductors, and

15. See, e.g., Stephen Witt, The World-Changing Race to Develop the Quantum Computer,
THE NEW YORKER (Dec. 12, 2022), https://www.newyorker.com/magazine/2022/12/19/the-world-
changing-race-to-develop-the-quantum-computer.
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nuclear,'® the exceptionality of 2G QT and their expected societal impact
including the nature of the advantages that quantum dominance could cause,
demand a tailored approach."’

It is this expected impact, stemming from the fundamentally novel qual-
ities of QT itself'®, that urges us to proceed responsibly."® A first key step
thus is a reflection on that very concept: What does responsible research and
innovation amount to in the context of QT? A conceptualization of Respon-
sible QT serves as a touchstone for the nascent Quantum-ELSPI domain.

Founded on the concept of Responsible QT, we call for integrating
ELSPI considerations within quantum innovation, taking the societal context
into account early on. We propose an overarching framework for responsible
quantum innovation (See Fig. 1) and provide suggestions for its operational-
ization by establishing quantum-specific guiding principles.?’ Our proposi-
tion is aimed at researchers, developers, innovators, and regulators, but it
may also inspire other stakeholders. The proposed Responsible QT approach
should be considered as a starting point for much needed highly interdisci-
plinary efforts (Box 2).

The concept of Responsible QT is aimed at ensuring that ethical, legal,
socio-economic, societal, and philosophical dimensions are identified and
discussed while QTs are still shapeable.?' From a normative perspective, the
objective is to capture and promote beneficial opportunities expected from

16. See, e.g., Establishing a Code of Ethics for Nuclear Operating Organizations, INT'L
ATOMIC ENERGY AGENCY (2007),
https://www.pub.iaea.org/MTCD/Publications/PDF/P_1311_web.pd.

17. This is the main reason why we cannot just apply methodological frameworks for Al,
biosciences, nuclear fission, or nanotechnology to quantum technology — these use cases are cate-
gorically different in many dimensions. We should however transplant the parts of those existing
frameworks that are relevant to, or of special value for QT use cases, e.g. the parts that address dual
use characteristics, or that apply to all general purpose technologies.

18. As we explain in box 1 and section 2, QT radically differ from other technologies that rely
on, and harness classical physics. The novel nature of QT calls for a fundamental reflection on the
direct implications for how we approach ethics, law, and policy — which is in its core a philosophical
exercise. In this paper, however, we address the novel nature of QT indirectly, by focusing on the
expected societal impact that flows from it.

19. In parallel, the free world should prioritize environmental, social, and governance (ESG)
investing in QT R&D, to avoid losing the competition for technological supremacy from countries
with incompatible ideologies.

20. Compare to Philip Inglesant, Marina Jirotka & Mark Hartswood, Responsible Innovation
in QT applied to Defence and National Security, NQIT 1, 14-18 (2018),
https://nqit.ox.ac.uk/sites/www.nqit.ox.ac.uk/files/2018-11/Responsible%20Innova-
tion%20in%20Quantum%?20Technologies%20applied%20t0%20Defence%20and%20Na-
tional%20Security%20PDFNov18.pdf.

21. For further reading on the ethical, legal, socio-economic, societal, and philosophical di-
mensions of QT, see Mauritz Kop, Ethics in the Quantum Age, 34 PHYSICS WORLD 31, 31 (Dec.
2021), https://law.stanford.edu/wp-content/uploads/2022/01/Physics-World_Dec21Forum-
Kop_Ethics-in-the-Quantum-Age.pdf.



72 UC LAW SCIENCE AND TECHNOLOGY JOURNAL Vol. 15:63

quantum innovation while managing potential downside risk by putting into
place technical, organizational, and policy measures appropriate to the risk.
At present, many QT applications, such

as large-scale fault-tolerant quantum computers® or the Quantum Inter-
net are still in the basic research stage, and indeed many societal implications
remain unknown.” Other applications, such as noisy intermediate-scale
quantum (NISQ) computers, and in silico design of new catalysts, materials,
and pharmaceuticals by using scalable quantum simulation of molecular en-
ergies, are at higher technology readiness levels (TRL).* Exactly because of
the early stage of the technology and its far-reaching potential, we have a
shared opportunity and responsibility to shape its development toward desir-
able societal outcomes.”” Responsible QT urges that QT are designed, pro-
duced, marketed, and protected in an ELSPI-sensitive manner. The need for
Responsible QT becomes strikingly evident when examining prospective
trajectories where QT software and hardware structures are developed and
commercialized without such considerations. This includes use cases per-
taining to national defense and commercial security threats, unwanted dis-
closure of trade and state secrets, large scale privacy loss, and winner-takes-
all dynamics. The next section explores how one could fill these identified
responsibility gaps.

IV. A FRAMEWORK FOR RESPONSIBLE QUANTUM INNOVATION

Responsible Research and Innovation (RRI) is an approach that aims to
ensure that scientific and technological developments are carried out in a
way that is socially desirable, ethically acceptable, and sustainable.® RRI is

22. See, e.g., Michael Brooks, What’s next for quantum computing, MIT TECH. REV. (Jan. 6,
2023), https://www.technologyreview.com/2023/01/06/1066317/whats-next-for-quantum-compu-
ting/.

23.  See Gregor Wolbring, Auditing the ‘Social’ of Quantum Technologies: A Scoping Review,
12 SOCIETIES 1, 1 (Mar. 3, 2022), https://www.mdpi.com/2075-4698/12/2/41. (Discussing the so-
cial implications of QT in connection to equity, diversity, and inclusion (EDI) framework).

24. See, e.g, P. O’Malley et al., Scalable Quantum Simulation of Molecular Energies, 6
PHYSICAL  REV. 1, 1 (July 18,  2016),  https://journals.aps.org/prx/ab-
stract/10.1103/PhysRevX.6.031007;https://journals.aps.org/prx/abstract/10.1103/PhysRe

vX.6.031007 see also, Simson L. Garfinkel & Chris J. Hoofnagle, ACM TechBrief: Quantum
Computing and  Simulation, ASS’N. FOR COMPUTING MACHINERY (July 2022),
https://dl.acm.org/doi/book/10.1145/3551664.

25. See Eline De Jong, Own the Unknown: An Anticipatory Approach to Prepare Society for
the Quantum Age, DIGITAL SOC’Y (Aug. 30, 2022), https:/link.springer.com/arti-
cle/10.1007/s44206-022-00020-4 (“Therefore, we should start anticipating the future role of quan-
tum technology and the ethical, legal, social and policy implications that come with it”).

26. For framing and operationalizing RRI into stakeholder’s everyday practice, see e.g. Rene
Von Schomberg, 4 Vision of Responsible Research and Innovation, in RESPONSIBLE INNOVATION:
MANAGING THE RESPONSIBLE EMERGENCE OF SCI. AND INNOVATION IN SOC’Y 51, 51-74 (Richard
Owen, John Bessant, & Maggy Heintz ed,, 2013),


https://journals.aps.org/prx/abstract/10.1103/PhysRevX.6.031007
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a process that involves a continuous dialogue between researchers, citizens,
industry, policy makers, and other stakeholders, in order to actively antici-
pate and assess the potential social and ethical implications of research, de-
velopment and innovation.

The concept of RRI emerged as a response to the growing recognition
that scientific and technological progress can have unintended negative con-
sequences for society and should be guided by ethical and social considera-
tions. RRI aims to integrate these considerations, norms, and values, into all
stages of the R&D and innovation process, from the design of research pro-
jects to the dissemination of results.

In accordance with the European Commission, four important dimen-
sions of RRI are anticipation, inclusion, reflection, and responsiveness
(AIRR).?’ Anticipation entails identifying and addressing potential social
and ethical issues that may arise. Inclusion implies involving a wide range
of stakeholders in the innovation process, including those who may be af-
fected by the outcomes. Reflection concerns ongoing evaluation of the val-
ues and assumptions that underpin research and innovation, and considering
how they may influence the outcomes. Responsiveness implicates reacting
to the feedback and concerns of stakeholders and adapting accordingly. In
sum, RRI is a way of ensuring that research, development, and innovation
are aligned with the needs and values of society, and that they contribute to
the common good.

In response to these key RRI dimensions, we argue that Responsible
QT calls for quantum innovation that proactively addresses risks, takes

http://onlinelibrary.wiley.com/doi/10.1002/9781118551424.ch3/summary; Christopher Coenen, &
Armin Grunwald, Responsible research and innovation (RRI) in quantum technology, 19 ETHICS
AND INFO. TECH. 277-294 (2017), https://doi.org/10.1007/s10676-017-9432-6; Carolyn Holter,
Philip Inglesant, Rupesh Srivastava & Marina Jirotka (2022), Bridging the quantum divides: a
chance to repair classic(al) mistakes?, 7 QUANTUM SCI. AND TECH. 1-5 (Sept. 15,
2022), https://doi.org/10.1088/2058-9565/ac8db6; Tara Roberson, Talking about responsible
quantum: Awareness is the Absolute Minimum that . .. We Need to Do, 17 NANOETHICS 1-12 (Mar.
30, 2023), https://link.springer.com/article/10.1007/s11569-023-00437-2; Richard Owen, Rene
von Schomberg & Phil Macnaghten, An unfinished journey? Reflections on a decade of responsible
research and innovation, 18 J. OF RESPONSIBLE INNOVATION 217, 217-33 (July 26,
2021), https://doi.org/10.1080/23299460.2021.1948789; Giovanna Declich, Maresa Berliri & Al-
fonso Alfonsi, Responsible Research and Innovation (RRI) and Research Ethics, in ETHICS,
INTEGRITY, AND POL’Y.MAKING 13-27 (O’Mathuna D, Iphofen R, ed., 2022),
https://link.springer.com/chapter/10.1007/978-3-031-15746-2_2; RRI ToOLS, https://tri-
tools.eu/research-community (last visited Oct. 2, 2023) (showing how RRI can be framed and ope-
rationalized into stakeholders’ everyday practices); and Pols, A., Macnaghten, P, Ludwig, D., RRI
Practice internal RRI review, EUR. COMM’N. (2019), https://ec.europa.eu/research/participants/do-
cuments/downloadPublic?documentlds=080166e5¢70b3c34&appld=PPGMS.

27. See Jack Stilgoe, Richard Owen, & Phil Macnaghten, Developing a Framework for Re-
sponsible Innovation, 42 RSCH. POL’Y. 1568, 1568 (2013), https://doi.org/10.1016/j.re-
spol.2013.05.008 (referring collectively to these dimensions as the AIRR framework, explicating
the values that should guide RRI).
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emerging challenges heads-on, and seizes the opportunities that arise with
QT.?® This results in what we call the ‘SEA-framework for Responsible
Quantum Technology’, aimed at safeguarding against risks, engaging stake-
holders in the innovation process and advancing QT.?’ Safeguarding, engag-
ing, and advancing QT in unison constitutes the triumvirate of Responsible
QT. These objectives can be pursued at three, interrelating levels: (1) the
technical level, (2) the ethical level, and (3) the societal, legal and policy
level (Fig. 1).*° The technical level involves setting standards, accountabil-
ity, and governance mechanisms for QT. The ethical level provides the foun-
dational principles and criteria that should guide both the technical controls
as well as the QT societal, legal and policy level, which focuses on the soci-
etal impacts of legal frameworks and related policy decisions. Other tech-
nologies, including nuclear, biotech, and artificial intelligence (Al) have
shown the complexity of developing principles, standards, and regulatory
frameworks.' Despite its unique characteristics and potential impact, such
effort has not been undertaken for QT yet. The methodological framework
proposed here seeks to provide a starting point for this highly interdiscipli-
nary endeavor.

Before elaborating on the SEA-framework, we should reflect on three
issues in advance. First, as with any ethical framework, categories and prin-
ciples can conflict. This is inherent to their value ladenness and there is no
panacea to avoid tensions. For example, deontological (defining the moral
course of action take in terms of right and duties), utilitarian (defining the

28. See Carolyn T. Holter, Philip Inglesant & Marina Jirotka. Reading the road: challenges
and opportunities on the path to responsible innovation in quantum computing, 35 TECH.
ANALYSIS AND STRATEGIC MGMT. 844, 844 (2021),
https://doi.org/10.1080/09537325.2021.1988070; see also Philip Inglesant, Carolyn T. Holter, Ma-
rina Jirotka & Robin Williams, Asleep at the wheel? Responsible Innovation in quantum computing,
33 TECH. ANALYSIS AND STRATEGIC MGMT., 1364, 1364 (2021),
https://doi.org/10.1080/09537325.2021.1988557 (further explaining the 6 RRI themes—public en-
gagement, open access, gender equality, ethics, science education, and governance—in the context
of quantum technologies).

29. See Richard Owen, Jack Stilgoe & Phil Macnaghten et. al., 4 framework for responsible
innovation, in RESPONSIBLE INNOVATION: MANAGING THE RESPONSIBLE EMERGENCE OF SCI.
AND INNOVATION IN SOC’Y.,27, 31-32 (Richard Owen, John Bessant & Maggy Heintz ed., 2013),
https://onlinelibrary.wiley.com/doi/10.1002/9781118551424.ch2 (A :sea change “refers to a pro-
found or notable transformation); see also JACK STILGOE, WHY RESPONSIBLE INNOVATION?,
RESPONSIBLE INNOVATION: MANAGING THE RESPONSIBLE EMERGENCE OF SCIENCE AND
INNOVATION IN SOCIETY 306 (Richard Owen, John Bessant & Maggy Heintz ed., 2013) (referring
to the ‘AREA Framework - Anticipate, Reflect, Engage, Act’, which aims to embed RRI practices
into emerging technologies, providing a more practice-oriented guideline for how fo do RRI).

30. See Urs Gasser & Virgilio Almeida, 4 Layered Model for AI Governance, 21 1EE
INTERNET COMPUTING 58, 60 (Nov./Dec. 2017), https://ieeexplore.ieee.org/document/8114684.

31. See, e.g., Claudia Emerson, Stephanie James, Katherine Littler & Filippo Randazzo, Prin-

ciples for gene drive research, 358 Sc1. 1135, 1135, https://www.science.org/doi/10.1126/sci-
ence.aap9026 (2017).
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right in terms of maximizing the good, and in the instance of classic utilitar-
ianism the greatest happiness irrespective of its distribution and understood
in terms of pleasure and pain) and consequentialist (justifying actions in the
context of results) approaches in ethical decision-making may inform differ-
ent outcomes.* Instead of considering this a weakness of the framework,
such tensions reflect the complexity of the real world. Possible conflicts
should thus lead to explicit discussions about how to balance different aims
and stakes.

Second, the envisioned principles are not necessarily exclusive to QT.
By ‘Principles for Responsible Quantum Technology’ we aim at principles
that adequately respond to the SEA-objectives in the context of QT. The re-
sulting set can thus consist of a mix of quantum specific principles and more
general principles that are particularly relevant to quantum innovation.*

Third, we do not intend the framework we propose to be translated into
binding law, at least not initially. Its effectiveness will therefore consist in
voluntary commitments, at first. For those who seek to practice RRI in the
context of QT, it can serve as a useful point of departure. In time, a frame-
work like this could become an effective basis for self-regulation or evolve
into instruments of soft and — eventually — hard law, such as a Quantum
Governance Act.

As shown in Figure 1, such combined quantum-specific and general
principles could be categorized into an overarching framework with distinct
functional categories that balance the need to support, protect, and incentiv-
ize QT advancements with the need to establish appropriate safeguards,
while engaging society. In other words, the technical, ethical, and social/le-
gal/policy levels can be visualized as layers on which the principles that
guide responsible quantum innovation can be formulated per SEA category.

32. See, e.g., Rosalind Hursthouse & Glen Pettigrove, Virtue Ethics, THE STAN.
ENCYCLOPEDIA OF PHIL. (Edward N. Zalta & Uri Nodelman eds. 2022), https://plato.stan-
ford.edu/archives/win2022/entries/ethics-virtue/.

33. See, e.g., Mauritz Kop & Mark Brongersma, Integrating Bespoke IP Regimes for Quan-
tum Technology into National Security Policy (Stan. L. Sch., Unpublished Working Paper, 2021),
https://law.stanford.edu/publications/integrating-bespoke-ip-regimes-for-quantum-technology-
into-national-security-policy/. (Supporting that the envisioned Principles for Responsible Quantum
Technology would likely benefit from general principles that also apply to other technologies, such
as Al nano, biotech, and nuclear); and Gasser & Almeida, supra note 30.
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(1) Safeguarding-principles should address the downside risks arising
from QT (Fig. 1). They aim to protect society by taking appropriate
measures.” For instance, two safeguarding principles could be: 7) consider
information security as an integral part of QT R&D and ii) proactively an-
ticipate the potential malicious dual use of QT applications. Operationalizing
these principles would promote approaches such as implementing risk-based
quantum impact assessments -overseen by product and program managers-
to minimize security threats, performing risk-reward analysis before granting
production and market authorization, or reducing the risks that QT can be
used for harmful purposes. Examples of these so-called dual uses include (1)
the use of quantum simulation to help develop new drugs, fertilizers or

34. This methodological framework builds on the work of Gasser and Almeida on the layered
model for technology governance. see Gasser & Almeida, supra note 30.

35. See llyas Khan, Will Quantum Computers Truly Serve Humanity? SCI. AM. (2021),
https://www .scientificamerican.com/article/will-quantum-computers-truly-serve-humanity/

https://www.scientificamerican.com/article/will-quantum-computers-truly-serve-humanity/(dis-
cussing a call to action to address risks arising from QT).
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industrial catalysts versus the manufacturing of new biological or chemical
weapons using the same foundational technology involving scalable quan-
tum hardware, and (2) using photonics and plasmonics to miniaturize quan-
tum devices to improve energy efficiency - benefitting the planet, versus uti-
lizing miniaturization in quantum sensors to watch people’s every move -
infringing core human rights.*®

(2) Engaging-principles should enhance societal engagement of QT in-
novators and other stakeholders (Fig. 1). They should address issues such as
the threat of a deepening quantum gap among countries, the need for ade-
quate intellectual property (IP) and fair competition mechanisms for QT, and
pursue building diverse quantum communities.’” For example, IP in this con-
text should be calibrated in a manner that balances incentives, rewards, ac-
cess, and risks, while addressing associated geostrategic and national secu-
rity concerns. Moreover, IP policies should work in concert with tailored
antitrust regulations to prevent unwanted winner-takes-all market behavior
within the emerging quantum ecosystem.*®

(3) Advancing-principles should progress society through QT-based in-
novation (Fig. 1). Advancing principles should both promote QT R&D -cre-
ating a virtuous cycle of progress that fueled Moore’s law similar to that of
the semiconductor industry- and encourage QT applications for desirable so-
cial goals.*” The 17 UN’s Sustainable Development Goals*® - which are a
call for action by both developed and developing countries to adopt a global
2030 agenda for peace and prosperity - might serve as an illustration for ob-
jectives to which QT can contribute to areas such as drug discovery, resource
optimization, water management, 21-day weather forecasting to improve

36. For further reading on quantum technologies becoming instrumental in both security and
warfare, see Qijia Zhou, The subatomic arms race: Mutually assured development, HARV. INT’L. R.
(2021), https://hir.harvard.edu/the-subatomic-arms-race-mutually-assured-development/.

37. Compare Aboy, Minssen & Kop, supra note 6. Compare to Mauritz Kop, Quantum Com-
puting and Intellectual Property Law, 25 BERKELEY TECH. L. J. 101 (2021),
https://btlj.org/2022/02/quantum-computing-and-intellectual-property-law/; see also, Zeki Can
Seskir & Kelvin W. Willoughby, Global Innovation and Competition in Quantum Technology,
Viewed Through the Lens of Patents and Artificial Intelligence, 13 INT’L J. OF INTELL. PROP.
MGMT. 40 (2023), https://dx.doi.org/10.1504/1JIPM.2021.10044326 (detailing an unorthodox yet
creative take on empirical IP research in the field of QT).

38. See Mauritz Kop, Mateo Aboy & Timo Minssen, Intellectual property in quantum com-
puting and market power: a theoretical discussion and empirical analysis, 17 J. OF INTELL. PROP.L.
& PRAC. 613, 626-628 (Aug. 2022), https://doi.org/10.1093/jiplp/jpac060.

39. See Emily Grumbling & Mark Horowitz, Quantum Computing: Progress and Prospects,
NAT’L ACAD. PRESS 158-59 (2019), https://doi.org/10.17226/25196 (arguing that a virtuous cycle,
or positive feedback loop, requires continuous private and public funding, research, development
and engineering efforts, attracting talent, successful commercial QT applications, increasing de-
mand for QT, and economies of scale driving progress, growth and profitability).

40. See The 17 Goals, UN. DEPT. OF ECON. AND SOC. AFF. SUSTAINABLE DEV.,
https://sdgs.un.org/goals (last visited Jan. 23, 2024).
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agriculture, and climate modeling. Additionally, QT could help to enhance
complementary innovation including quantum-classical synergies such as
the variational quantum eigensolver (VQE), and quantum-AlI hybrids such
as quantum machine learning and specialized quantum co-processors for Al
that solve optimization problems that are typically hard for classical sys-
tems.*!

A. Balancing safeguarding, engaging, and advancing (SEA)

In general, engaging principles should help guide and promote a fit-for-
purpose QT regulatory framework that balances the safeguarding and ad-
vancing principles to promote quantum innovation. Engagement principles
should encourage inclusivity and competition. As such, they interact with
safeguarding and advancing principles. For instance, engaging principles
should help manage the risks of a few dominant QT players achieving mo-
nopolistic competitive advantage by restricting access to essential QT infra-
structure (safeguarding). That said, the engagement principles should also
interact with advancing principles to help promote access to key QT infra-
structures by encouraging open access to cloud-based quantum computers,
open quantum interoperability standards and protocols, and open-source
quantum development tools.* Such initiatives lower the education barriers
of entry to build a skilled quantum workforce by empowering those with an
internet connection to start working with quantum computers at the level of
pulses, gates, circuits, and application modules. The ability to program and
prototype quantum algorithms using Python, open quantum assembly lan-
guage (QASM), or utilizing a graphical circuit composer to implement quan-
tum algorithms on a real quantum computer accessible through the cloud,
substantially increases engagement and promotes inclusivity. Here, access
encourages creativity, experimentation and simply finding out what works
and what does not. Finally, engaging principles should encourage awareness
of relevant QT issues in society through general education and cross- sector

41. This includes quantum/Al hybrids and using quantum resources in Al such as quantum
assisted machine learning, hybrid cloud computing, quantum-classical interfaces, and quantum/Al
simulation on classical systems. As quantum computing could be a major boost for Al it is neces-
sary to proactively address present day ethical problems pertaining to Al such as bias, representa-
tiveness, black boxes, and polluted data, to ensure that quantum computing doesn’t exacerbate these
problems. Here too, our proposed framework can play an important anticipatory role, complement-
ing existing frameworks for Al. That said, these Al issues are primarily related to the data aspects
(e.g., the coverage and generality of the training data) as opposed to the computational aspects.

42. For further reading on quantum technology and standardization, see Laura DeNardis,
Quantum Internet Protocols (Aug. 4, 2022), http://dx.doi.org/10.2139/ssrn.4182865.
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dialog with stakeholders across all layers of society, including QT develop-
ers, investors, regulators, and the public.*

Articulating the foundational principles for Responsible QT clustered
along the proposed three functional dimensions could be inspired by estab-
lished best practices of responsible research and innovation (RRI).** The
proposed framework would need to be operationalized by guiding principles
that should be incorporated into the design, architecture, and infrastructure
of QT systems, products, and services on a global scale, resulting in Respon-
sible QT by design and default.*” Crucially, this requires translating the prin-
ciples into specific R&D design decisions, continuously testing, benchmark-
ing, and validating results, verifying their usefulness, adjusting where
deemed appropriate. Concretely, designing quantum computing and sensing
hardware architectures, creating quantum software as a service (SaaS) plat-
forms, formulating quantum algorithms, and building a future Quantum In-
ternet must each adhere to the principles of Responsible QT and their under-
lying norms, standards, and values, aiming for a responsible quantum
ecosystem and fostering sustainable innovation.

Connecting both RRI dimensions and ELSPI considerations to respon-
sible quantum R&D, categorized along the lines of the SEA-framework’s
trifecta of Safeguarding, Engaging, and Advancing QT, this catalogue of
principles for Responsible QT could be imagined as follows:*®

1. Consider information security as an integral part of QT, address-
ing security threats;

2. Proactively anticipate the malicious use of quantum applica-
tions, addressing risks of dual use;

43. See, e.g., Our Quantum Future: Some Assembly Required, POTOMAC QUANTUM
INNOVATION CENTRE (2022), https://www.quantumworldcongress.com/whitepaper.

44. For an overview of RRI literature, see Raj Kumar Thapa et. al, Responsible research and
innovation: a systematic review of the literature and its applications to regional studies, 27 EUR.
PLAN. STUD. 2470-90 (2019),
https://www.tandfonline.com/doi/epdf/10.1080/09654313.2019.1625871?needAccess=true;  see
also, Christopher Coenen et. al., Quantum Technologies and Society: Towards a Different Spin, 16
NANOETHICS 1-6 (2022), https://link.springer.com/article/10.1007/s11569-021-00409-4.

45. For ethical design thinking in technology, see Mary Flanagan et. al., Embodying values in
technology: Theory and practice, in 3 INFO. TECH. AND MORAL. PHIL. 322-353 (Jeroen van den
Hoven & John Weckert ed., 2008), https://nissenbaum.tech.cornell.edu/papers/embodying_val-
ues.pdf.

46. See Mauritz Kop et al., 10 Principles for Responsible Quantum Innovation, STAN. L. SCH.
(Apr. 12, 2023), https://law.stanford.edu/publications/10-principles-for-responsible-quantum-in-
novation/ (describing the catalog of Principles for Responsible Quantum Innovation within the con-
text of key identified topics and aims, including detailed illustrations per principle).
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3. Seek international collaboration based on shared values, ad-
dressing a winner-takes-all dynamic,

4. Consider our planet as the sociotechnical environment in which
OT should function, engaging states;

5. Innovate as open as possible, and as closed as necessary, engag-
ing institutions,

6. Pursue diverse quantum R&D communities in terms of disci-
plines and people, engaging people,

7. Link quantum R&D explicitly to desirable social goals, advanc-
ing society;

8. Actively stimulate sustainable, cross-disciplinary innovation, ad-
vancing technology,

9. Create an ecosystem to learn about the possible uses and conse-
quences of QT applications, advancing our understanding of Re-
sponsible QT;

10. Facilitate dialogues with stakeholders to better envision possible
quantum futures, advancing our collective thinking and educa-
tion about QT and its impact.

As future QT scenarios remain largely unknown, epistemic modesty
must be embedded throughout this process. Put differently, as the field is still
in its infancy, the framework might have to be adapted to new discoveries.
Operationalizing these guiding principles would therefore call for continu-
ous collaborative multi-stakeholder and industry efforts that follow and
steward the life cycle of QT systems, products, and services and anticipate
novel quantum use cases,"’ for instance involving standard-setting organiza-
tions such as ISO and NIST, as well as professional organizations such as
the IEEE. Research institutions and research-driven companies would need
to dedicate resources in the form of IRB-like bodies (institutional review
boards), assessing the

ethical implications of a particular QT.48 Ideally, such the results of
such assessments and oversight mechanisms are openly shared to advance a
collective learning process and inform evidence-based policy making.

47. See also, Walter G. Johnson, Governance Tools for the Second Quantum Revolution, 59
JURIMETRICS 487, 487-522 (2019), https://www.jstor.org/stable/27009999 (describing how ivotal
work must be done to discover novel quantum use cases beyond cybersecurity and optimize risk-
benefit curves before their inevitable dual use characteristics can harm society).
48.0riginally, an IRB focuses on rights and welfare -as in quality of life- of human subjects in
research. In the case of QT, especially at the current early stage, it would be relevant to expand this
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Training and continued education programs should help to further de-
velop and implement the principles and drive QT innovation across eco-
nomic and industrial sectors, such as biopharma, energy, mining, communi-
cations, logistics, defense, and space. Guided by the proposed set of
principles, these networked communities of practice would identify and ad-
dress ELSPI challenges in their respective R&D and application contexts,
including dual uses of QT, IP, fair competition, product safety and liability,
inclusion, complementary innovation, equitable distribution of QT’s bene-
fits, innovation externalities, spillovers and trade-offs, capability overhang,
and the global quantum race.” The importance of such practices can be
demonstrated by having a closer look at the example of information security
in the post-quantum era.

V. ILLUSTRATING THE CHALLENGE: INFORMATION SECURITY IN THE
PosT-QUANTUM ERA

Quantum algorithms have the potential to break current cryptography
protocols,” threatening the information security of existing information
technologies (IT) and the privacy of its users.’' This could destabilize society
and undermine trust in its institutions. QT could expose extensive swaths of
information currently regarded as private and confidential, ranging from sen-
sitive personal data to financial sector and national security information as-
sets.” Concretely, we already have quantum algorithms capable of breaking
our widespread public key cryptosystems as soon as the quantum computer
hardware is sufficiently mature. Thus, we can foresee potentially disruptive
effects to fundamental human rights such as privacy and data protection®’,

scope to allow for broader QT impact assessments. For institutionalizing RRI in this context, see
Richard Owen,, Mario Pansera, Phil Macnaghten & Sally Randles, Organisational Institutionali-
sation of Responsible Innovation, 50 RSCH. POL’Y. (2021), https://doi.org/10.1016/j.re-
spol.2020.104132.

49. See Mauritz Kop, Establishing a Legal-Ethical Framework for QT, YALE J. L. & TECH.
THE RECORD (2021), https://yjolt.org/blog/establishing-legal-ethical-framework-quantum-tech-
nology.

50. See, e.g., Aboy et al., supra note 6.

51. See FACT SHEET: President Biden Announces Two Presidential Directives Advancing
QT, THE WHITE HOUSE (May 4, 2021), https://www.whitehouse.gov/briefing-room/statements-re-
leases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-directives-advancing-
quantum-technologies/.

52. 1Id. See also, Tara Roberson et al., Talking about public good for the second quantum
revolution: Analysing quantum technology narratives in the context of national strategies, 6
QUANTUM SCI. AND TECH., 25001 (2021), https://doi.org/10.1088/2058-9565/abc5ab; and Hoof-
nagle & Garfinkle, supra note 7, at 453.

53. See also, Miriam Wimmer & Thiago Guimaraes Moraes, Quantum Computing, Digital
Constitutionalism, and the Right to Encryption: Perspectives from Brazil, 1 SPRINGER NATURE 12
(2022), https://doi.org/10.1007/s44206-022-00012-4.
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including large scale loss of privacy, human identity theft, loss of confiden-
tiality and integrity of digital communication on the Internet, obstruction of
commercial transactions, leaking of highly sensitive trade and state secrets,
and other unwanted global surveillance disclosures.**

Given that information security threats are among the most pressing
themes in the context of Quantum-ELSPI, one of the safeguarding principles
should promote information security to be a central feature of Responsible
QT. That said, the challenge is to achieve appropriate safeguarding while
continuing to promote advancement of QT such as quantum computing
(QC). After all, QC holds great promises for societal benefits because quan-
tum algorithms can solve hard computational problems that are mathemati-
cally intractable for classical computers. However, as explained above in
section 2, these same problems that are hard for classical computers to solve
have been selected as a fundamental building block of our widespread public
key cryptosystems precisely because they were believed to be computation-
ally intractable.

The possibility of implementing a “store now, decrypt later” strategy
should provide incentives to start replacing our existing cryptosystems for
critical information assets with quantum-safe cryptographic systems that are
resistant to attacks by quantum algorithms as early as possible. It could take
years to replace our cryptosystems. In fact, it has taken nearly two decades
to deploy our modern asymmetric key cryptographic infrastructure. Thus,
once sufficiently fault-tolerant quantum computer hardware is available, it
could be used to reveal information assets previously encrypted with our
most common forms of public key cryptography. This calls for researching
and investing in quantum-safe cryptography initiatives, as well as advancing
and engaging in quantum-safe information security programs.™

From a safeguarding standpoint we must ensure that the field of post-
quantum cryptography is on par, or ahead (advancing) of the realization of a
fault-tolerant or error-corrected quantum supercomputer with enough qubits
to implement efficient decryption algorithms that leverage quantum parallel-
ism to break our widespread cryptosystems. In short, large scale physical
realizations of quantum computers capable of deploying Shor’s algorithm to
break RSA-2,408 should be paralleled by the development of quantum-re-
sistant cryptographic algorithms. Such algorithms must be safe and secure
against cryptanalytic attacks by QC that employ quantum algorithms break-
ing common asymmetric (public) key cryptographic systems in use today.®
This is accomplished by exploiting mathematical problems that are

54.  See Kop, supra note 49.

55. See Post-Quantum Cryptography, NIST U.S. DEP’T OF COM. (Nov. 22, 2023),
https://csrc.nist.gov/projects/post-quantum-cryptography.

56. See Shor, supra note 13, at 328.
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computationally intractable, i.e. for which we do not have a known efficient
solution using classical or quantum computers. NIST has initiated a broad
engaging process to solicit, evaluate, and standardize quantum-resistant pub-
lic-key cryptographic algorithms.’” The goal is to create cryptographic sys-
tems that are secure against both classical computers and quantum comput-
ers.”® Additionally, these cryptographic systems should be able to
interoperate with existing protocols and networks.

From an advancing standpoint, it is noteworthy that QT developments
can also help to improve security and data privacy in the sense of safe trans-
fer of information.** Some use cases already promise to benefit from quan-
tum cryptography advances such as quantum key distribution (QKD) to
achieve secure communications by implementing quantum-based crypto-
graphic protocols to exchange symmetric keys. QKD uses fundamental
quantum-mechanical properties to securely exchange keys over an unsecure
public channel. Additionally, several protocols have recently emerged to en-
able private quantum computation. These protocols, such as blind quantum
computation (BQC) are designed to secure computation rather than commu-
nication.*

At the operational level, research on and development of QT should be
accompanied by risk-based quantum impact assessments focused on infor-
mation security risks and implementing controls to mitigate such risks. This
includes the implementation of state-of-the-art information security manage-
ment systems (ISMS) such as ISO27001 to protect information assets from
a particular QT R&D program. Notably, this requires extending the ISO
27001/27002 controls to include the implementation of quantum-safe infor-
mation security controls.

VI. CHARTING THE PATHWAY FORWARD: EMERGING REGULATION
OF QUANTUM TECHNOLOGY

57. See NIST Announces First Four Quantum-Resistant Cryptographic Algorithms, NIST
(July 5, 2022), https://www.nist.gov/news-events/news/2022/07/nist-announces-first-four-quan-
tum-resistant-cryptographic-algorithms.

58. See, e.g., Juan Yin et al., Entanglement-based Secure Quantum Cryptography Over 1,120
Kilometres, 582 NATURE 501, 501-05 (2020), https://doi.org/10.1038/s41586-020-2401-y.

59. For an architecture combining Quantum Random Access Memory (QRAM) and quantum
networks, resulting in multi- party private quantum communication, see Junyu Liu, Connor T.
Hann, Liang Jiang, Quantum Data Center: Theories and Applications, ARXIV (Aug. 1, 2022),
https://arxiv.org/abs/2207.14336.

60. See, e.g., Joseph F. Fitzsimons, Private quantum computation: an introduction to blind

quantum computing and related protocols, 3 NPJ] QUANTUM INF. (June 15, 2017),
https://doi.org/10.1038/s41534-017-0025-3.
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This section briefly examines how our proposed SEA-framework for
Responsible QT can inform the emergent regulatory landscape affecting QT,
taking the two recent Executive Orders signed May 4, 2022, by President
Biden, and the Quantum Computing Cybersecurity Preparedness Act that
became public law on December 21, 2022, as examples.

The SEA-framework can contribute in three analytically distinct yet
practically intertwined ways. First, it offers an analytical lens to help exam-
ine the role, purpose, and process dimensions of emerging regulations,
whether general in nature or specifically tailored to QT, to identify and ex-
amine such issues in a respective application context and regulatory field. As
noted, along recent QT advancements comes the need for careful considera-
tion of legal, regulatory, ethical, and policy issues to ensure that these tech-
nologies are safe and ethically sound.®" This is an area where the SEA-
framework can offer not only substantive anchors, but also procedural guide
shared among various QT stakeholders to unlock the potential of ‘regulation
as facilitation’.®> Regulation of novel technologies should be flexible and
dynamic to foster innovation while still providing adequate safeguards to
protect against potential harms. Both our dimension of engagement and the
concept of ‘Regulation as facilitation” emphasize collaboration between reg-
ulators, industry, and other stakeholders. They help ensure technology is de-
veloped in a way that maximizes their potential benefits while minimizing
risks and avoiding unnecessary regulatory burdens.

Second, the SEA-framework can serve as a reference point to evaluate
or assess regulatory initiatives regarding the critical question as to what ex-
tent such regulatory strike a balance between safeguarding, engaging, and
advancing QT. For instance, it might reveal to what extent proposed future
QT regulation in the EU might follow the approach taken in Al by putting
strong emphasis on safeguarding QT fueled by the precautionary principle,
compared to the US’ permissionless innovation approach, which is expected
to emphasize advancing to retain global tech leadership ® by actively pursu-
ing a democratic values-based quantum ecosystem in a US-led liberal global
order.**

61. For further reading on the potential impact of the use of QC in the legal sector, see Jeffery
Atik & Valentin Jeutner, Quantum computing and computational law, 13 L., INNOVATION AND
TECH., 302, 324, (2021), DOI: 10.1080/17579961.2021.1977216.

62. Julia Black, Regulation as Facilitation: Negotiating the Genetic Revolution, 61 THE
MODERN L. REV. 621, 621 (1998), http://www jstor.org/stable/1097126.

63. Multidisciplinary embedded Responsible QT has significant competitive advantages, fos-
tering exponential innovation and trust, while steering toward beneficial societal outcomes.

64. Although the as of yet mostly unregulated quantum sphere offers a once in a lifetime
opportunity to harmonize legal-ethical frameworks for QT on the planetary level, we anticipate
global divergence in QT regulation between the three tech blocks US, EU, and China, who each
have their own values systems, which are culturally sensitive, context-specific, and dynamic. Who-
ever sets the technical standards will set the rules of the road for quantum for the world to follow.
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Here, the frameworks’ third contribution becomes visible: It offers at
least some initial guideposts of how regulatory interventions for quantum as
a base-layer/general-purpose technology could be designed, contextualized,
and tailored to their exceptional nature, balancing open innovation and risk
control.*’ Specifically, the proposed SEA-framework offers clues on how to
balance safeguarding and advancing QT, aiming for Responsible QT by de-
sign and default. Similarly, regulating QT can be thought of as a balancing
act between under-regulation and over-regulation.® The framework can be
helpful to raise awareness of important issues in this context. The success of
this joint optimization will also depend on the strength of the framework’s
engaging component, which emphasizes the importance of ongoing dialogue
between regulators, experts, and industry to ensure regulation remains effec-
tive and responsive to emerging technological developments. Without such
engagement it is likely that the regulatory focus would seek to primarily op-
timize one of these dimensions (e.g. safeguarding). The issue with such ap-
proach is that optimizing for QT safeguarding would likely result in less
safety, since adequate safeguarding is dependent on further QT advances, for
instance, in quantum cryptography.

Taken together, the suggested SEA-framework for Responsible QT and
its operationalizing principles might inform current and future regulations
that share the challenge of optimizing among the different dimensions and
issues detailed in this article. Creating horizontal (federal, or international
level) norms for QT as a base-layer technology ’ that apply across industrial

65. Compare to, Jialei Yang, Henry Chesbrough, & Pia Hurmelinna, How to Appropriate
Value from General-Purpose Technology by Applying Open Innovation, 64 CAL. MGMT. REV.
(Sept. 1,2021), 24, 24-26, https://doi.org/10.1177/00081256211041787.

66. An example of under-regulation would be to have the market figure out how to self-reg-
ulate laissez-faire style, potentially only benefitting a small select group of corporations instead of
society at large.

67. Several quantum technologies such as “quantum computers” should be considered “base-
layer technologies” akin to a microprocessor (CPU). In the same way that it did not make sense to
focus the regulations on the classical microprocessor (the fundamental building block of classical
computation) but instead direct the regulation to the upstream devices and applications using these
microprocessors, the primary regulatory efforts -with a few exceptions such as of export control-
should not be directed to “quantum processors” or “quantum sensors” but instead target the up-
stream QT-enabled solutions for specific applications using the legal frameworks available for such
domains. For instance, a medical device using a microprocessor is regulated as a medical device
due to its intended use satisfying the FDA or EU MDR regulatory definition of medical device
while a gaming console using the same microprocessor does not follow these regulations. In the
same way, if a medical device were to make use of cloud-based access to a quantum computer it
would be regulated as a medical device without raising any new legal issues (i.e., the nature of the
processing element is abstracted from the regulation which focuses on the intended use), while
access to the same cloud-based quantum computer for education-purposes (e.g., running basic
quantum algorithms as part of a university course in quantum computing) or research (e.g., quantum
simulation of molecules) will not. Similarly, graphical processing units (GPUs) are the
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and economic sectors is a pressing tasks that should be taken on before the
technology becomes locked in.°® But it is also a challenging task, as any
regulation must consider the exceptional, counter- intuitive traits of applied
quantum physical phenomena, its unseen functionality, and their potential
for dual use® - balancing open innovation, value appropriation, IP, fair trade
and competition, and risk control.”’ In addition, the inherent uncertainty un-
derpinning emerging QT’' applied to real

world systems, products, and use cases (e.g., quantum simulation of
molecular physics and biochemistry across a wide range of dual-use appli-
cations), calls for a risk based approach that incentivizes sustainable innova-
tion in parallel (e.g. via regulatory sandboxes that afford breathing room for
experimentation and prototyping).”> To the extent the proposed SEA-
framework for Responsible QT is informed by the technical and physical
underpinnings of QT, it might in turn help to ensure that emerging rules and
codified laws for QT live up to the same challenge.

A. Regulatory Approaches to the Emerging Quantum Technology
Landscape

The previous section described how the SEA-framework for Responsi-
ble QT can inform emerging efforts aimed at regulating QT by offering an-
alytical, evaluative, and design baselines. Recent developments in the US
that might mark some of the cornerstones of the future regulatory landscape
can serve as a use case to illustrate how the Responsible QT framework
might be used in practice when examining emerging QT legal and regulatory
norms and approaches.

computational building blocks enabling Al, but also for gaming. Thus, care must be exercised to
ensure that regulatory interventions target the correct layer in the stack.

68. See Mauritz Kop, Regulating Transformative Technology in The Quantum Age: Intellec-
tual Property, Standardization & Sustainable Innovation, TRANSATLANTIC ANTITRUST AND IPR
DEVELOPMENTS (Nov. 1, 2020), https://law.stanford.edu/publications/regulating-transformative-
technology-in-the-quantum-age-intellectual-property-standardization-sustainable-innovation/.
Compare to, Johnson, supra note 47.

69. See, e.g., Elija Perrier, The Quantum Governance Stack: Models of Governance for Quan-
tum Information Technologies, 1 DIGITAL SoC’Y 12 (Oct. 12, 2022), https://www,
https://www.springernature.com/gp/open-research/about/the-fundamentals-of-open-access-and-
open-research springernature.com/gp/open-research/about/the-fundamentals-of-open-access-and-
open-research.

70.  See also, Kop, supra note 50.

71. For further reading on the uncertainty principle in the quantum physics underlying QT,
see also, Feynman et al., supra note 14.

72. See Kop, supra note 69. Compare with, Tina Dekker & Florian Martin-Bariteau, Regulat-
ing Uncertain States: A Risk-Based Policy Agenda for Quantum Technologies 1, 22 (20 Canadian
J. of L. and Tech. Working Paper No. 2022-26, 2022), https://papers.ssrn.com/sol3/papers.cfm?ab-
stract_1d=4203758.
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Recent building blocks of what might be an emerging legal framework
include two Executive Orders signed on May 4, 2022, by President Biden.
The directives are aimed at advancing US quantum information science
(QIS) by laying “the groundwork for continued American leadership in an
enormously promising field of science and technology [...] to foster these
advances by furthering the President’s commitment to promoting break-
throughs in cutting-edge science and technology,” safeguarding “while mit-
igating the risks that quantum computers pose to America’s national and eco-
nomic security [...]”, and engaging “it does so by enhancing the National
Quantum Initiative Advisory Committee, the Federal Government’s princi-
pal independent expert advisory body for quantum information science and
technology.”” The safeguarding strategy includes both elements to address
the direct proximate risks “plan to address the risks posed by quantum com-
puters to America’s cybersecurity”, as well as broader risk-based considera-
tions surrounding American IP by urging “Federal agencies to develop com-
prehensive plans to safeguard American intellectual property, research and
development, and other sensitive technology from acquisition by America’s
adversaries, and to educate industry and academia on the threats they face”.
Thus, the directives effectively connect IP protection to national and eco-
nomic security strategy, while emphasizing the importance of advancing re-
sponsible and secure R&D in quantum computing.”* In addition, the Quan-
tum Computing Cybersecurity Preparedness Act of December 2022 requires
The Office of Management and Budget by law to give priority to federal
agencies’ purchases of and transitions to post-quantum cryptographic IT sys-
tems, with the goal of safeguarding through advancement of post- quantum
cryptography.” Together with the bipartisan supported America Competes
Act and the

73. FACT SHEET: President Biden Announces Two Presidential Directives Advancing Quan-
tum Technologies, THE WHITE HOUSE (May 4, 2021), https://www.whitehouse.gov/briefing-
room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-di-
rectives-advancing-quantum-technologies/.https://www.whitehouse.gov/briefing-
room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-
presidential-directives-advancing-quantum-technologies/ (Hereinafter, ”Fact Sheet”).
See  also,  National — Quantum  Initiative, NAT’L  QUANTUM  COORDINATION
OFFICE, https://Www.quantum.gov/ https://www.quantum.gov/.

74. Washington is clearly taking the lead to create the rules of the road for quantum for the
rest of the world to follow, effectively protecting US intellectual property from theft by global
competitors such as China and Russia, which are at present systemic rivals [with incompatible
ideologies]. While Brussels is focusing on Al safeguarding, Washington attention is turning to en-
suring technological leadership in the post-quantum era.

75. See H.R. Res. 7535. 117th Cong. (2022) (enacted); see also Press Release: Biden Signs
Quantum Computing Cybersecurity Act into Law, FEDSCOOP, https:/fedscoop.com/biden-signs-
quantum-computing-cybersecurity-act-into-law/.



https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-directives-advancing-quantum-technologies/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-directives-advancing-quantum-technologies/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-directives-advancing-quantum-technologies/
https://www.quantum.gov/
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CHIPS and Science Act’®”” which are applicable to semiconductors in-
cluding those used in QT, these Acts aim to strengthen supply chains, and
counter US adversaries such as China.” Collectively, these directives intend
to lay the groundwork for continued American competitiveness and leader-
ship in QT, fostering innovation while mitigating risks associated with dual
use quantum technology by instigating targeted export controls.”

When analyzing and assessing these regulations through the looking
glass of the proposed SEA- framework for Responsible QT, various compo-
nents crystallize that map onto three SEA categories. For example, catalyz-
ing investments in domestic advanced semiconductor manufacturing capac-
ity and instigating export controls can be considered an attempt to jointly
optimize both safeguarding and advancing US competitiveness in quantum
computing. Similarly, the emphasis in investing in post-quantum cryptog-
raphy illustrates how safeguarding can be achieved by advancing, as op-
posed to attempting to achieve safeguarding objectives by limiting techno-
logical development. Connecting intellectual property strategy to national
security policies also illustrates the overarching aim of jointly optimizing the
advancing, safeguarding and engagement dimensions.*® These regulatory
objectives to map our suggested catalogue of 10 principles for Responsible

76. See Fact Sheet: CHIPS and Science Act Will Lower Costs, Create Jobs, Strengthen Supply
Chains, and Counter China, THE WHITE HOUSE (Aug. 9, 2022), https://www.whitehouse.gov/brief-
ing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-cre-
ate-jobs-strengthen-supply-chains-and-counter-china/. https://www.whitehouse.gov/briefing-
room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-
jobs-strengthen-supply-chains-and-counter-china/

77. See, e.g., McKenzie Prillaman, Billions more for US science: how the landmark spending
plan will boost research, NATURE (Aug. 2, 2022) https://doi.org/10.1038/d41586-022-02086-z.

78. See Fact Sheet: CHIPS and Science Act Will Lower Costs, Create Jobs, Strengthen Supply
Chains, and Counter China, THE WHITE HOUSE (Aug. 9, 2022), https://www.whitehouse.gov/brief-
ing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-cre-
ate-jobs-strengthen-supply-chains-and-counter-china/  https://www.whitehouse.gov/brief-
ing-roomy/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-
lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/; see also The
House Passes the America COMPETES Act, OFFICE OF REP. MADELEINE DEAN (Feb. 2022),
https://dean.house.gov/2022/2/the-house-passes-the-america-competes-act.

79. See also Implementation of Certain New Controls on Emerging Technologies Agreed at
Wassenaar Arrangement 2018 Plenary, FED. REG. (May 23, 2019), https://www.federalregis-
ter.gov/documents/2019/05/23/2019-10778/implementation-of-certain-new-controls-on-  emerg-
ing-technologies-agreed-at-wassenaar-arrangement-2018.

80. See Quantum Computing with Joonas Keski-Rahkonen and Katri Nousiainen, BERKELEY
TECH. L.J. PODCAST (Aug. 23, 2022), https://btlj.org/2022/08/berkeley-technology-law-journal-
podcast-quantum- computing/. (Discussing QT’s legal and ethical implications on law, economics,
and society with a focus on US attempts to incorporate the technology into existing frameworks for
intellectual property and international security).
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https://www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/
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QT listed above in section 1V, e.g. Principle 5: ‘Be as open as possible, and
as closed as necessary’.*'

Further, section 1 of the Executive Order on Enhancing the National
Quantum Initiative Advisory Committee aims to enable knowledge transfer
between industry, academia and government to ensure American leadership
in QT, especially quantum information technologies.® This relates to the
SEA categories of engaging and advancing. The goal is to achieve QT lead-
ership (advancement) through engagement. Section 1 b of the National Se-
curity Memorandum on Promoting United States Leadership in Quantum
Computing While Mitigating Risks to Vulnerable Cryptographic Systems fo-
cuses on the significant risks QC potentially poses to the economic and na-
tional security of the United States, which ties to the SEA category of safe-
guarding.®® The purpose of the Quantum Computing Cybersecurity
Preparedness Act is ‘to encourage the migration of Federal Government in-
formation technology systems to quantum-resistant cryptography, and for
other purposes.™® While this mainly qualifies as ‘safeguarding society’ as
described in our case study of information security in the post-quantum era,
it aims to achieve this safeguarding primarily through advancement in the
field of post- quantum cryptography. This includes R&D in quantum-based
solutions (i.e. protecting against quantum-crypto attacks using quantum
technologies), as well as the search for cryptosystems based on problems that
are computationally intractable to both classical and quantum computers.
Thus, the goal should be to achieve the safeguarding objectives by further
advancing QT in the sense that novel algorithms, software, and hardware
solutions will have to be developed, increasing economic growth and com-
petitiveness. In addition, the Act offers a chance to build a multidisciplinary,
intergenerational quantum workforce as suggested by Principle 6 above, stat-
ing to: ‘Pursue diverse quantum R&D communities in terms of disciplines
and people, engaging people’. Notably, quantum computing brings together
the more established American workforces in quantum physics, chip design,
and semiconductor manufacturing that has led in global competitiveness
from 1950 to the 2000s, with the innovative software workforce that has led
the major high-tech developments over the last 20 years.

81. See also Kop et al., supra note 46.

82. See Executive Order on Enhancing the National Quantum Initiative Advisory Committee,
THE WHITE HOUSE (May 4, 2022), https://www.whitehouse.gov/briefing-room/presidential-ac-
tions/2022/05/04/executive-order-on-enhancing-the-national-quantum-initiative-advisory-com-
mittee/.

83. See National Security Memorandum on Promoting United States Leadership in Quantum
Computing While Mitigating Risks to Vulnerable Cryptographic Systems, THE WHITE HOUSE (May
4, 2022), https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-se-
curity-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-miti-
gating-risks-to-vulnerable-cryptographic-systems/.

84. See H.R. 7535. 117th Cong. (2021) (enacted).
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When moving from the analytical and evaluative dimensions of the
SEA-framework to the prospective question of design, additional considera-
tions might come into play. Given the current lack of comprehensive best
practices in terms of Responsible QT-oriented considering the need for pol-
icymakers to make decisions anyway and under conditions of uncertainty,
the framework’s normative power to provide specific substantive guidance
1s limited. However, as discussed in Section IV, the framework alludes to a
broad range of options and approaches that policymakers can embrace to
steer the development of Responsible QT environments, which offers at least
minimum guidance in terms of “asking the right questions” considering the
full options available and probing their respective SEA implications. The
framework also helps avoid potential detrimental policies-mistakes such as
merely optimizing a single dimension (trying to achieve safeguarding objec-
tives through unbalanced regulatory efforts that hinder further technological
development instead of promoting and leveraging QT advancements in order
to achieve these underlying safeguarding goals). Further, the framework
highlights the important role self-regulation might play across technical, eth-
ical, and societal levels by prescribing pro-active measures such as open-
source quantum software and hardware movements, quantum impact assess-
ments, and technological measures to safeguard human rights and freedoms.

Moreover, the SEA-framework indicates that such self-regulatory ap-
proaches might work in concert with “hard law”, for instance, in gestalt of
an emerging legal and infrastructural ecosystem consisting of overarching
horizontal rules for a particular general purpose technology — analogous to
the EU AI Act — flanked by industry-specific legal frameworks. This could
cumulate in a binding (International) Quantum Governance Act or a Global
Quantum Treaty,* to be enforced by hyperspecialized overseeing bodies
such as the FDA or designated notified bodies. Such an extensive set of QT
standards would have to interoperate with other areas of the legal system
and embedded in existing regulatory structures.®® This raises some tensions
as we find ourselves in a continuum moving from classical to quantum,
where interwoven physical characteristics and legal designations are a matter

85. In a similar vein, the Council of Europe’s CAI - (Committee on Artificial Intelligence is
currently drafting a Convention on Artificial Intelligence), Human Rights, Democracy, and the
Rule of Law, see Committee on Artificial Intelligence (CAI): Revised Zero Draft [Framework]
Convention on Artificial Intelligence, Human Rights, Democracy and Rule of Law, COUNCIL OF
EUR. (Jan. 6. 2023), https://rm.coe.int/cai-2023-01-revised-zero-draft-framework-convention-pub-
lic/1680aal193f. This is a different initiative than the imminent EU Al Act as proposed by the Eu-
ropean Commission; see also A European approach to artificial intelligence, EUR. COMM'N,
https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence (last vis-
ited Jan. 23, 2024).

86. More research is required to ascertain whether these rules should have the form of a Pres-
idential executive order, or in the form of a more durable new law from Congress, whether it would
work for the tech industry, and whether it’s scope should be broad or narrow.
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of degree and cannot be clearly separated from each other. For example, the
(diffuse) technical classification of quantum information in the cloud as data
in the classical sense and defining a quantum/Al hybrid chip as both QT and
Al device has consequences for applicable legal regimes.®” Moreover, these
future legal regimes pertaining to quantum information should ideally apply
to the entire range of QT, including quantum computing, simulation, sensing,
and communication.®®

The SEA-framework can also inspire ways in which these self-regula-
tory and “hard laws” could be complemented by operational instruments de-
rived from existing quantum use cases. The framework and its principles
point towards a risk-based governance environment, with standardization,
certification, production and market authorization, benchmarking, quantum
quality management systems (QMS), and life cycle auditing expected to play
an important role in fostering sustainable innovation. In this way, equitable
access can be ensured while putting targeted controls and guardrails in place
that safely enable scalability of quantum technology, benefitting society at
large.”

VII. CONCLUSION AND FURTHER RESEARCH

This article proposes a framework for Responsible QT that integrates
ethical, legal, social, and policy implications into quantum R&D. The aim is
to safeguard against risks, engage stakeholders, and continue advancing QT.
The proposed SEA approach emphasizes anticipation, inclusion, reflection,
and responsiveness as key dimensions of responsible research and innova-
tion. It is aimed at researchers, developers, innovators, investors, regulators,
and other stakeholders who are involved in the development and

87. See note 68 about microprocessors, GPUs, and quantum computing as “base-layer tech-
nologies.” Efforts to classify hybrid quantum-classical computing paradigms are underway; see
also, Frank Phillipson, Niels Neumann & Robert Wezeman, Classification of Hybrid Quantum-
Classical Computing, ARXIV (Oct. 27, 2022), https://doi.org/10.48550/arXiv.2210.15314. (Dis-
tinguishing between 2 classes of hybrid quantum-classical computing: (1) application-agnostic fo-
cusing on quantum computing hardware; and (2) application-specific, focusing on quantum com-
puting algorithms. Such novel technical classifications are relevant for legal classifications).

88. If a general regulatory approach across QT domains is not possible or presents material
challenges, a targeted approach should be pursued in the form of quantum domains, or industry-
specific rules. In that scenario, different vertical rules would apply for quantum sensor data than
for quantum computer input and output data. This would make sense from a QMS perspective, with
different applications having their own designated safety and security regimes, comparable to a PC
having different CE marking requirements than a drone. In addition, core overarching horizontal
rules could apply, analogous to universal human rights of privacy, integrity of the person, and free-
dom of speech, and inspired by the SEA framework for responsible quantum innovation’s princi-
ples.

89. See Kop & Brongersma, supra note 34, at 58.
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commercialization of QT. Our proposed framework should be considered as
a starting point for highly interdisciplinary efforts to ensure that ethical con-
siderations are identified and discussed while QT are still shapeable. Overall,
we highlight the importance of responsible innovation in the development of
quantum technology to ensure its societal impact is positive.

The overarching objective of our interdisciplinary Responsible QT ef-
fort is to steer the development and use of QT in a direction not only con-
sistent with a values-based society but also contributive to addressing some
of humankind’s most pressing needs and goals. The potential global impacts
of QT urge to promote responsible innovation producing responsible tech-
nologies, informed by ELSPI considerations.

Following an anticipatory approach that synchronizes precautionary
measures with permissionless innovation, key step is the conceptualization
of what responsible QT should mean and imply. This contribution aims to
provide such an initial conceptualization by proposing the contours of a
framework to balance safeguarding, engaging, and advancing QT.

We suggested to translate this framework into guiding principles for
Responsible QT. Some of these principles will generally go for new and
emerging technologies, and some will specifically apply to QT.” It is the
complete set, however, that should provide guidance to quantum innovation
and lead towards Responsible QT.?" The envisioned principles should thus
be understood and applied as a QT-tailored methodological framework that
both complements existing frameworks for responsible innovation and trans-
lates them to the context of QT.”? Additionally, these principles should be
applicable to technological synergies such as quantum-classical interactions
and quantum-Al hybrids.”> What’s more, we envision the principles to in-
form debates about regulatory interventions in this context, and reduce the
risk of unintended counterproductive effects of such policies.

The need for Responsible QT becomes evident when examining pro-
spective trajectories where QT software and hardware structures are devel-
oped without adequate consideration of the various aspects of Quantum-
ELSPI. We used the impact of quantum computing in information security

90. For a catalogue of principles relating to quantum computing, see Quantum Computing
Governance Principles, WORLD ECON. F. (Jan. 19, 2022), https://www.weforum.org/reports/quan-
tum-computing-governance-principles. For broader principles pertaining to the entire suite of QT,
see Kop, supra note 50.

91. Ideally, one would want to measure, benchmark, validate, and certify responsible quantum
technologies during their life span, denoting parameters using a data-driven approach. See Mauritz
Kop, Quantum Technology Impact Assessment, EUR. COMM’N. (Apr. 20, 2023), https://fu-
turium.ec.europa.eu/en/european-ai-alliance/best-practices/quantum-technology-impact-assess-
ment.

92. Compare with, Perrier, supra note 70.

93. See Xiaodong et al., Hybrid quantum-classical approach to enhanced quantum metrology,
ScI. REP. (Jan. 12, 2021), https://www.nature.com/articles/s41598-020-80070- 1#citeas.
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as a case study to illustrate (1) why we need to consider Quantum-ELSPI
and commit to Responsible QT and (2) how the same ways we handled quan-
tum computing using the proposed framework would be useful for Respon-
sible QT more generally.”

Looking forward, it will be necessary to complement our proposed
framework with principles for responsible quantum innovation. This will re-
quire the collaboration of multidisciplinary teams of diverse quantum stake-
holders. Although QT’s consequences and impact remain largely unknown,
we hope this contribution may serve as an open invitation for researchers,
innovators, and regulators to discuss and orchestrate normative dimensions
of QT futures, and pathways to build towards them.

94. Weare currently moving from the NISQ Era to the Fault Tolerant Era with error-corrected
quantum computers consisting of 1 million stable logical qubits capable of running novel algo-
rithms expected before 2030, featuring double exponential growth curves, potentially unlocking a
new industrial revolution. See, e.g., Preskill, supra note 2 at 16; see also Jonathan Lau, Kian H.
Lim, Harshank Shrotriya & Leong C. Kwek, NISQ computing: where are we and where do we go?,
32 AAPS BULLETINI, 27 (2022), https://doi.org/10.1007/s43673-022-00058-z; Yasunari Suzuki,
Suguru Endo, Keisuke Fujii, and Yuuki Tokunaga, Quantum Error Mitigation as a Universal Error
Reduction Technique: Applications from the NISQ to the Fault-Tolerant Quantum Computing Eras,
3 PRX QUANTUM 1, 1-33 (2022), https://journals.aps.org/prxquantum/abstract/10.1103/PRXQuan-
tum.3.010345.
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Box 2: Responsible Quantum Technology Summary

WHY — Why the need for responsible quantum technology?

e For the last 100 years, scientists have been working on quan-
tum science.

e At first, quantum science focused on developing the theory
of quantum mechanics to understand the principles and rules
that govern physical reality at a fundamental particle level.

e Later, these insights were applied to technology develop-

ment.

e  The first quantum revolution in engineering brought us 1G
QT.

e The second quantum revolution in engineering promises 2G
QT.

e  With the introduction of QT into society comes the need for
ELSPI-considerations.

e The potential impact of QT makes ELSPI-considerations
ever more important. A key step is the conceptualization of
what “responsible” QT means and implies.

e This paper aims to provide such a conceptualization and sug-
gests its operationalization by guiding principles.

WHAT - What does responsible quantum technology amount
to?

e Proposition: the potential societal impact of QT calls for Respon-
sible QT.

e  We should explore what “responsible”” amounts to in the context
of QT.

e Analytically, Responsible QT is about integrating ELSPI-
considerations into R&D processes to ensure responsible quan-
tum innovation.

e Normatively, Responsible QT is about minimizing harm and
maximizing benefit.

e  Our proposal: Responsible QT entails an innovation process that
proactively addresses risks, takes on challenges and seizes oppor-
tunities that come with the development of QT.

e  We translate this idea into the SEA-framework for Responsible
QT, capturing three key aspects of Responsible QT: Safeguard-
ing, Engaging, Advancing.

e  We propose to approach Responsible QT by the SEA-framework,
responding to Responsible Research & Innovation (RRI)-
dimensions.

HOW — How to pursue responsible quantum technology?

e Responsible QT is the aim of responsible quantum innovation.

e The SEA-categories should be developed into a set of founda-
tional principles to guide quantum innovation and contribute to
Responsible QT.

e This could be a mix of quantum-specific principles and generic
responsible tech principles that are intrinsically relevant to QT.

e  The research community is invited to develop these guiding prin-
ciples and discuss their operationalization.

e Ideally, implementing such principles into practice should result
in Responsible QT by design and default.




	Towards Responsible Quantum Technology: Safeguarding, Engaging and Advancing Quantum R&D
	Recommended Citation

	Towards Responsible Quantum Technology: Safeguarding, Engaging and Advancing Quantum R&D
	Authors

	tmp.1707257640.pdf.ibxAT

